AJIMUHUCTPALIM
VKPOMHOBCKOT'O CEJIbCKOI'O TTOCEJIEHUS
CUM®EPOIIOJILCKOT'O PAMOHA
PECITYBJIMKU KPbIM

[NOCTAHOBJIEHUE Ne 114

13.05.2025 c. YKpoMHOe

OO0 yTBep:KIeHUM MOJIOKeHHUsI 00 ompeae/ieHUH
yrpo3 0e30IacHOCTH NEPCOHAJBHBIX JAHHBIX NIPH HX
o0padoTke B HHGpOPMAITMOHHBIX cucremMax
NEePCOHAJBHBIX  JAaHHBIX B  AJAMHHHUCTPALUH
YKpPOMHOBCKOr0 CeJIbCKOro noceJieHust
Cumdepononbckoro paiiona Pecnydauku Kpbim

B cootBetctBUN ¢ DenepanbHbiM 3akoHOM 0T 06.10.2003 Ne 131-®d3 «O6 oO6mux
OPUHIMUIIAX OPraHU3alMu MECTHOTO camoymnpaieHus B Poccuiickoit @eaepanumn», 3aKOHOM
Pecniy6niuku Kpoim ot 21.08.2014 Ne 54-3PK «O0 ocHOBax MECTHOTO CaMOYIpaBJICHUS B
Pecniy6nuke Kpbimy, B niensix ucnonaenust deaepanpHoro 3akoHa Poccuiickoit deneparnuu ot
27.07.2006 Ne 152-®3 "O mnepcoHalNbHBIX [aHHBIX" AJAMUHHUCTpALUs YKPOMHOBCKOIO
cenbckoro nocenenus Cumdeponosibckoro paiiona Pecriyomuku Kpbim

INIOCTAHOBJISAET:

1.  VYrtBepauts Ilonoxxkenue o6 ompeaeneHUd yrpo3 0€30MaCHOCTH MEPCOHATBHBIX
JaHHBIX TpPU UX 00paboTke B WHOOPMAIMOHHBIX CHUCTEMax IEPCOHATBHBIX JIaHHBIX B
aIMUHUCTpAllUd  YKPOMHOBCKOTO celbckoro mocenenus Cumbeponoasckoro paioHa
Pecniy6nuku Kpeim (mpunoxenue 1).

2. OOHapomoBaTh HACTOSIIEE IIOCTAHOBJICHHE TIyTeM  pa3MENICHUST €ro Ha
MH(POPMAIIMOHHOM CTEHAE AJIMUHUCTPALUU Y KPOMHOBCKOTO CEITLCKOTO MOCENIeHUS (TIEPBBIi
ATaX aJMUHUCTPATUBHOTO 3AaHus 1Mo aapecy: CumdeponoabCkuii paiioH, ¢. YKpOMHOE, YII.
[lytununckas, n. 18) u Ha oQUIMAIBHOM calTe MYHUIUIAILHOTO O00pa3oBaHMS
YkpoMmHOBCKOe cenbckoe moceneHue Ha Iloprame IlpaButensctBa PecnyOmmku Kpsim
https://ukromnovskoe.rk.gov.ru.

3. [TocTaHoB/IeHNE BCTYIAET B CHITYy C MOMEHTA TIPUHSITHSIL.

[Ipencenarens YKpOMHOBCKOTO CEIBLCKOTO
COBETa — IJ1aBa aJIMAHUCTPALIMUA Y KPOMHOBCKOIO
CEJILCKOT'O MMOCEIICHUSI B.A. bexTonba


https://ukromnovskoe.rk.gov.ru/

[Tpunoxenne Ne 1
K IIOCTAHOBJICHUIO aIMUHUCTPALUU

Y KPOMHOBCKOI'O CEJIBCKOT0 MOCEICHUS
ot 13.05.2025 Ne 114

MNOJIOKEHUE
00 omnpeaesieHNH Yyrpo3 0e30MaCHOCTH MEPCOHANBbHBIX JAHHBIX
npu ux 00padoTrke B MHGOPMAIMOHHBIX CHCTEMAX MEPCOHAJbHBIX IAHHBIX B
AAMUHUCTPALMH Y KPOMHOBCKOI'O CeJILCKOI0 MoceJTeHn sl
Cumdepononsckoro paitona Pecmyoimku Kpbim

Omnpenenenus

B HacTosiieM JOKYMEHTE HCIOJIb3YIOTCA CIEIYIOIINE TEPMHUHBI U UX OMNPEICICHHUS.
ABTOMAaTHU3UpPOBAHHAS CHCTEMA - CUCTEMA, COCTOSAIIAs U3 MEPCOHANIa U KOMILJIEKCa CPEACTB
aBTOMATH3AIlMM  €r0  JEATEIBLHOCTH, pealu3yromas HWHOOPMAIMOHHYIO TEXHOJOTHIO
BBITIOJIHCHUSI YCTAHOBJICHHBIX () YHKITUH.

AyTteHTudUKAIMS OTHPABUTENS JaHHBIX - MOJTBEPXKIEHHUE TOTO, YTO OTIIPABUTEIh
MOJIYYEHHBIX IAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3zonacHOCTh NEpPCOHANBHBIX JAHHBIX - COCTOSIHUE 3aIMIIEHHOCTH MEPCOHAIbHBIX
JTAHHBIX, XapaKTepU3yeMoOe CIOCOOHOCTBIO TMOJIb30BaTENEH, TEXHUYECKUX CPEICTB U
MHPOPMAIIMOHHBIX TEXHOJOTUH 00eClneyuTh KOHPUACHIMAIBHOCTh, IIEJIOCTHOCTh U
JOCTYITHOCTh TIEPCOHAIBHBIX JIAHHBIX MPU MX 00paboTKe B MHPOPMALMOHHBIX CHUCTEMAX
NEPCOHAIBHBIX JAHHBIX.

buomeTrpruueckne nepcoHaNbHBIE [aHHBIE - CBEACHUS, KOTOPBIE XapaKTEPHU3YIOT
¢duznonoruyeckue 0COOEHHOCTH YENIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTaHOBHUTH €TI0
JUYHOCTH, BKJItOUas pororpaduu, OTIeYaTKy nanblieB, 00pa3 ceTyaTku riaza, 0COOCHHOCTH
CTPOCHHMS TeJIa M IPYTYIO T0100HYI0 HH(pOpMAITHIO.

brokupoBaHnue mepcoHaNbHBIX JaHHBIX - BPEMEHHOE IMpeKpaileHue cOopa,
CUCTEMATH3allUH, HAKOIUICHUS, UCIIOJIb30BaHUs, PACIIPOCTPAHEHHUS], IEPCOHAIIBHBIX JaHHBIX,
B TOM YHCJIE UX MEepPEeIayu.

Bupyc (KOMOBIOTEpHBIM, TPOrpaMMHBINA) - HCHOJHSIEMBIA MNPOTPAaMMHBIN KOJ WIIH
WHTEPIPETUPYEMbIH HAOOP HHCTPYKIIMIA, 00JaJaI0NTNi CBOWCTBAMHU HECAHKITMOHUPOBAHHOTO
pacrpocTpaHeHusi U camoBocnpousBeienrs. Co3aHHbIe TyOIMKaThl KOMIIBIOTEPHOTO BUpYyCa
HE BCErJa COBNAAAlOT C OPUTMHAJIOM, HO COXpPAaHSAIOT CIOCOOHOCTh K JajbHEHIlIeMy
pPacnpoOCTPaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnass mnporpamMmma - mnporpamma, MOpeIHa3HAY€HHas Uil OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JOCTyna W (WIM) BO3ACUCTBUS HA NEPCOHANIBHBIC JAHHBIC WIH
pecypcbl MHPOPMAITMOHHOM CUCTEMBI TEPCOHATBHBIX JAHHBIX.



BcmoMorarenbHble TEXHHUYECKHE CPEJCTBA W CHUCTEMBI - TEXHHUYECKHE CPEICTBA H
CUCTEMBI, HE TMpeTHA3HAYCHHBIC IS Tepeaadd, oOpabOTKM M XPaHCHHS TEePCOHAIBHBIX
JAHHBIX, YCTAHABIMBACMBbIC COBMECTHO C TEXHMYCCKHUMH CpPEICTBAMH M CHCTEMaMH,
MpeIHA3HAYCHHBIMU 11 00paOOTKH NIEPCOHAIBHBIX IAHHBIX WA B TIOMEIICHUSAX, B KOTOPBIX
YCTaHOBJICHBI HH(POPMAIIMOHHBIE CUCTEMBI IEPCOHABHBIX JIAHHBIX.

JlocTym B ONEpallMOHHYIO Cpely KOMIbIOTepa (MH(GOPMAIIMOHHONH CHCTEMBI
MEPCOHATLHBIX JAHHBIX) - TIOJYyYEeHHWE BO3MOYKHOCTH 3aIlyCKa Ha BBITIOJHEHHWE ITaTHBIX
KOMaHJ, (YHKIMH, TPOILEIyp OIEpPallMOHHOW CHUCTEMBbI (YHUYTOKCHHUS, KOIMUPOBAHMSI,
NEPEMEIICHHS | T.I1.), HCTIOJTHAEMBIX (DaiJIOB TIPHUKIIATHBIX TPOTPAMM.

Joctyn k nHGOPMAIIHH - BO3MOXKHOCTD MOJTYYCHUS HHPOPMAIIMH U €€ UCTIOIh30BaHUS.

3aKmaIoyHOe YCTPOMCTBO - DJIEMEHT CpEJCTBA CheMa HMH(POPMAIUU, CKPBITHO
BHEJPSICMBIN (3aKjIa/IpIBaCMbIl UJTM BHOCUMBIN) B MECTa BO3MOYKHOTO CheMa HHpopmaruu (B
TOM YHCJIE B OrPaXKICHUE, KOHCTPYKIMIO, O0O0OpyIOBaHWE, TMPEAMETHI HHTEphEpa,
TPAHCIIOPTHBIC CPEJCTBA, a TAaKXKE B TEXHUYCCKHE CPEJCTBA M CHCTEMBbI OOpPaOOTKH
uHpopmanuu). 3amuiiacMas HHPoOpMAMsa - HWHPOpPMAIUs, SBIAIOMAACS IPEIMETOM
COOCTBEHHOCTH W TIOJJIe)KAIasi 3alllUTe B COOTBETCTBHH C TPEOOBAHUSAMHU IPABOBBIX
JOKYMEHTOB HJIM TpeOOBaHUSIMH, YCTaHABINBACMBIMU COOCTBEHHHMKOM MH(OPMAIIHH.

Nnentudukanus - npucBoeHHe cyObeKTaM M OOBEKTaM JIOCTyIa HIeHTU(UKATOpa U
(u)  CcpaBHEHHE TPEIBSABIAEMOr0 HJEHTU(HUKATOpa € TMEpPEeYHEM MPUCBOEHHBIX
UJACHTU(PUKATOPOB.

NubopmMaTUBHBIN CUTHAI - DIEKTPUUECKHE CUTHANIBI, aKyCTUYECKHE, DIIEKTPOMArHUTHBIE
U Jpyrue (¢u3MuecKhe IoJisl, IO MapaMeTpaM KOTOpPhIX MOMXKET OBITh pacKphITa
koH(uaeHManpHass  wHbopMalua  (TepcoHajdbHbIE  JaHHBIE) oOpabaTpiBacMas B
MH(GOPMAIIMOHHON CUCTEME TIEPCOHATIBHBIX TAHHBIX.

Nudopmarmonnas cuctema nepcoHanbHbix maHHbX (MCIIH) - urpopMannoHHas
CUCTEeMa, MPECTABISAIoNasi CO00 COBOKYIMHOCTh MEPCOHANBHBIX JAHHBIX, COJIEPIKAIIUXCS B
0a3ze MaHHBIX, a Takke WH(OOPMAIIMOHHBIX TEXHOJOTUA ¥ TEXHUYECKUX CPEJCTB,
MO3BOJISIIOIIUX OCYIIECTBIATh 00pa0OTKY TaKMX MEPCOHAIBHBIX JIAHHBIX C UCIOJIb30BaHUEM
CPEIICTB aBTOMAaTHU3AINH WX O€3 UCIIOJIb30BAHUS TAKUX CPEJICTB.

Nudopmarimonaple TEXHOJOTUHM - TMPOIECCHl, METOMABI TOWCKa, cOOopa, XpaHEHUf,
00paboTKH, MPEAOCTABICHUSA, PACIIPOCTPAHEHUS HWH(POPMAIUH U CIIOCOOBI OCYIICCTBICHUS
TaKHUX TIPOIECCOB U METOJIOB.

Hcnonp3oBanue TEPCOHATBHBIX TAHHBIX - MEUCTBUA (OTEpaluu) C MEePCOHATBHBIMU
JAHHBIMH, COBEPIIAEMbIC ONIEPATOPOM B IIEJISAX MPUHATHS PEHICHUN WM COBEPIICHUS WHBIX
JEUCTBUH, TOPOXKIAIONINX IOPUANYECKUE TIOCIEACTBHS B  OTHONIICHWH CyOBEKTa
MEPCOHANBHBIX JAHHBIX WIM APYTHX JUIl JIMOO WHBIM 00pa3oM 3aTparuBaroOIINX IMpaBa U
CBOOOIBI CYObEKTA MEPCOHANTBHBIX TAHHBIX WM IPYTUX JUIL.



Ncrounuk yrpo3sl Oe3omacHOCTH HH(OpManuu - CyOBEKT JOCTyIa, MaTepuaibHbIN
00beKT win (GUBUYECKOE SIBJICHUE, SIBISIOMIMECS TMPUYUHON BO3HUKHOBEHUS YTIPO3bI
0e30macHOCTH UH(DOPMALHHL.

Kontponupyemass 30Ha - TMPOCTPAHCTBO (TeppuUTOpHs, 37aHUE, YACTh 3JaHUS,
MOMEIIEHHE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUPYEMOE NMpeObIBaHNE MOCTOPOHHUX JIMIL, a
TaK)K€ TPAHCTIOPTHBIX, TEXHUUECKUX U UHBIX MaTEPUATbHBIX CPEJICTB.

KonduneHnanbHOCTh TEPCOHAIBHBIX JaHHBIX - 00s3aTENBHOE ISl  COOIIOJCHUS
OTEPATOPOM UJIU MHBIM MOJTYUYUBIIUM JIOCTYH K MEPCOHATBHBIM JIaHHBIM JIMIIOM TPEOOBaHUE
HE JOMYCKAaThb UX paclpocTpaHeHwe 0e3 cornacus CyObeKTa NEPCOHAJIbHBIX JTaHHBIX WU
HAJIUYMSI UHOTO 3aKOHHOT'O OCHOBAHWUSI.

MexceTeBol d2KpaH - JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIBHO-
pacnpeneieHHoe  IporpaMMHOe  (IIpOorpaMMHO-anmnapaTtHoe)  CpeAcTBO  (KOMILIEKC),
peanusyroliee KOHTPOJb 3a HMH(popmanuei, nocrynatouieil B MHQOPMALMOHHYIO CUCTEMY
NEPCOHANBHBIX JJAHHBIX U (MJIM) BBIXOJSIICH U3 MHPOPMAITMOHHON CUCTEMBI.

HapymmTens 6€30macHOCTH MepCOHATBHBIX TaHHBIX - (PU3MUECKOE JIUIIO0, CIYIAHO WITH
peTHAMEPEHHO COBEpIIAoIIee JACHCTBUS, CIEICTBHEM KOTOPBIX SBIISETCS HapYIICHHUE
0€30MacCHOCTU TEPCOHAIBHBIX JaHHBIX MPH UX 00pabOTKe TEXHWYECKUMHU CpEJICTBAMHU B
MH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX.

HeaBTromaTusupoBanHas 00paboTKa MepCOHANBHBIX JaHHBIX - 00pab0TKa MEPCOHATBHBIX
JAHHBIX, COJAEpXKAIIMXCA B HH(POPMAIMOHHON CHCTEME TNEPCOHANBHBIX JAaHHBIX JHOO
U3BJICYEHHBIX U3 TAKOW CHUCTEMBI, CYUUTAETCSA OCYUIECTBICHHOW 0€3 UCIOIb30BaHUS CPECTB
aBToMaTH3aluy (HEaBTOMATHU3WPOBAHHOW), €CIM Takhe JeWCTBUA C TEPCOHATBHBIMHU
JaHHBIMH, KaK UCIIOJIb30BAaHUE, YTOUHEHHE, PACIIPOCTPaHEHUE, YHUUYTOKEHHUE MTEPCOHATBHBI X
JTAHHBIX B OTHOIIEHUH KaXKJI0TO U3 CYOBEKTOB MEPCOHABHBIX TAHHBIX, OCYIIECTBISIOTCS MPU
HEMOCPEICTBEHHOM yYacTHH YeJIOBEKa.

HenexnapupoBaHHble BO3MOXKHOCTH - (YHKIHMOHAJIbHBIE BO3MOXHOCTH CpPEJIICTB
BBIYMCIIUTEIBHON TEXHUKH, HE OIHUCAHHBIE WJIM HE COOTBETCTBYIOIIME OMUCAHHBIM B
JTOKYMEHTAIINH, TIPH UCTIOJIb30BAHUU KOTOPBIX BO3MOKHO HApYIIeHHE KOH(DHICHIINATBHOCTH,
JOCTYITHOCTH WJIU IIEJTOCTHOCTH 00pabaTbiBaeMoii nH(GOpMAIIIH.

HecankunoHupoBaHHBIM JOCTYN (HECAHKUMOHUPOBAHHBIE JIEUCTBUA) - JOCTYN K
uHbopMaI WKW JACUCTBUS C HHPOpMAINHEH, Hapylalolue MpaBujia pasrpaHuYCHUS
J0CTyna C WCIOJb30BAHUEM IITATHBIX CPEJCTB, MPEIOCTABISIEMBIX WH()OPMAITMOHHBIMH
CUCTEMaMU NEPCOHANBHBIX JAHHBIX.

Hocwutens nadopmanuu - ¢puzndeckoe JUI0 WM MATEPHAIBHBIA OOBEKT, B TOM YHCIIE
¢dusnueckoe mosie, B KOTOPOM HHQPOpPMAINUs HAXOAHWT CBOE OTPAKCHHE B BUJE CHMBOJOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PELICHUM U MPOLIECCOB, KOJIMUYECTBEHHBIX XapaKTEPUCTHUK
($U3UYECKUX BEIUYKH.



Obe3nuunBaHNe TEPCOHANBHBIX MJAaHHBIX - JCHCTBHUS, B pe3yibTaTe KOTOPBIX
HEBO3MOKHO OMPEACTUTh NPUHAIC)KHOCTh EPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHAIILHBIX JTAHHBIX.

O6paboTka TmepCcOHATBHBIX JaHHBIX - JeHUCTBUS (omepaluu) ¢ TEePCOHATbHBIMU
JaHHBIMHU, BKJIIOYas cOOp, CHUCTeMaTH3alfio, HAKOIJICHHWEe, XpaHEHHWEe, YTOYHCHHE
(oOHOBIIEHME, WM3MEHEHHE), HCIOJb30BaHHUE, paclpocTpaHEeHUE (B TOM 4YHUCIE Iepenauvy),
o0e3nuuBanue, OJIOKMPOBAHUE, YHUUTOKEHUE EPCOHATBHBIX JTAHHbBIX.

OOmieoCcTynHbIE TMEPCOHANBHBIE JAaHHBIE - TEPCOHAJbHBIE JaHHBIC, JOCTYII
HEOTPaHWYCHHOTO KPyTa JIUI K KOTOPBIM MPEIOCTABIICH C COTJIACHS CyOBEKTa MePCOHATBHBIX
JaHHBIX WU Ha KOTOPBIC B COOTBETCTBHUH C (DeiepaTbHBIMU 3aKOHAMH HE PaCIPOCTPAHSIETCS
TpeboBaHue coOMIOAeHNS KOHPUICHIIMATHLHOCTH.

Omnepartop (IepCOHATBHBIX TAHHBIX ) - TOCYIaPCTBECHHBIN OpraH, MyHUITUIIATBHBIN OpTaH,
IOpUINYECKOe WM (HU3NUYECKOEe JIUI0, OpraHU3yIoIlee U (WJIN) OCYIIECTBIsIONIee 00padboTKy
NEPCOHANBHBIX JAHHBIX, a TaKXKe OINPEACNAIONINe IENH | COACepKaHHEe OO0pabOTKH
NIEPCOHATBHBIX JaHHBIX.

Texaudeckue cpeacTBa HHPOPMAIIMOHHOW CHCTEMBI TIEPCOHANBHBIX JAHHBIX - CPEICTBA
BBIUYHCITUTEIILHOW TEXHUKHU, HH(POPMAITMOHHO-BBIYUCITHTEIILHBIE KOMIUICKCHI M CETH, CPEACTBA
U CUCTEeMBbI Tiepenauyu, npuema u oOpabotku IIJIH (cpeactBa m cucteMbl 3BYKO3amucH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BE/ICHUS, IMEPErOBOPHBIE M TEJIEBU3MOHHBIE YCTPOWCTBA,
CpEICTBA M3TOTOBJICHHS, THUPAKUPOBAHUS TOKYMEHTOB M ApYrHMe TEXHUYECKHUE CPEJCTBA
00paboTKu peueBOM, Tpaduyeckod, BHUIEO- U OyKBEeHHO-IUM(POBOW HHPOPMAIIUN),
IpOrpaMMHBIE CPe/ICTBA (ONEPAIMOHHBIE CUCTEMbI, CHCTEMBI YIIPABJICHUs 0a3aMu JaHHBIX U
T.11.), CPEACTBA 3aITUTHI HH(DOPMAIUH, IPUMEHSIEMbIE B MHPOPMAIIMOHHBIX CUCTEMAX.

[lepexBat (MH(pOpMaINK) - HETIPABOMEPHOE TOJy4eHHE HHPOPMAIIMH C UCTI0JIb30BAHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISAIONIEr0 OOHapyXeHue, NpueM © 00paboTKy
MH(GOPMATUBHBIX CUTHAJIOB.

[lepconanbHble maHHBIE - JTI00as WHGOPMAIHS, OTHOCSIIASCS K OMPENeICHHOMY WITH
OTpeJiesIeMOMY Ha OCHOBaHMM Takoil uH(opmaiuu Qusndeckomy JHIly (CyOBEKTy
MIEPCOHATBHBIX IAHHBIX ), B TOM YHUCJIE €ro (aMuiIus, UMs, OTIYECTBO, TOM, MECSII, 1aTa K MECTO
POXACHUS, aJpec, CeMeWHoe, COoLMaIbHOE, HMMYILECTBEHHOE IMOJ0XKEeHHe, 00pa3oBaHUE,
npodeccusi, 10X bl, Apyras HHGOPMAIIHS.

[ToGovHBIC 2TTEKTPOMATHUTHBIC HU3TYYCHUSI M HABOJKH - DJIEKTPOMArHUTHBIC U3TyUCHUS
TEXHHUYECKUX CPEJICTB 00pa0OTKU 3anuIaeMor HHPOpMaIUK, BOSHUKAIOIIHE KaKk TOO0YHOE
SIBIICHUE W BBI3BAHHBIC DJICKTPUUECKUMH CUTHAJIAMH, IEUCTBYIONTUMU B X DJIEKTPUIECKUX U
MarHUTHBIX [ETIAX, & TAKKE AJICKTPOMATrHUTHBIC HABOJAKY 3THX CUTHAJIOB HA TOKOIIPOBOISIIIHAE
JTUHUY, KOHCTPYKIIUH | [IeTIA MATAHUS.



[lonmutnka '"ymcToro crona" - KOMIUIEKC OPraHU3allMOHHBIX  MEPOIPUATHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMChIBaHUS HA OYMa)KHbIE HOCUTENH KIII0YEeH U aTpuOyTOB
nocTymna (maposieil) U XxpaHeHus uX BOJIM3U 0OBEKTOB TOCTYTA.

[Tonw3oBatens HWHGOPMAIMOHHONW CHUCTEMbl TMEPCOHANBHBIX JAHHBIX -  JIWIIO,
ydacTBytolee B (YHKIIMOHUPOBAHUU HH(OPMAIIMOHHON CHUCTEMBI NMEPCOHAIBHBIX JTaHHBIX
WJIU UCTIONIB3YIOIIEE Pe3yJIbTaThl €€ PYHKIIMOHUPOBAHMUSI.

[IpaBuina pa3rpaHuyeHus: 10CTyIa - COBOKYITHOCTh MIPaBUJI, pEerjIaMEHTUPYIOIIUX MpaBa
JOCTyTa CyOBEKTOB IOCTYIa K 00bEKTaM JOCTYTIA.

[IporpammHas 3akiiagka - KoJa MporpamMMbl, TpeHAMEPEHHO BHECEHHBIN B IPOTPaMMYy C
IEJIbI0 OCYIIECTBUTHh YTEUYKY, HU3MEHUTbH, OJIOKUPOBATh, YHUUTOXKUTH HH(POPMAIMIO WU
YHUYTOXKUTh U MOAUPUIIMPOBATH MPOrPaMMHOE OOecrieueHne MHPOPMAITMOHHON CUCTEMBI
NEePCOHANBHBIX JJAHHBIX U (WJIM) OJIOKUPOBATH alapaTHbie CPeICTRA.

[IporpamMmmHoe (MporpaMMHO-MaTEMAaTHUYECKOE) BO3JECUCTBUE - HECAHKIIMOHUPOBAHHOE
BO3JICCTBME  HA  PECYpPChl  aBTOMATHU3UPOBAHHOW  HMH(POPMAIMOHHOW  CHCTEMBI,
OCYIIECTBIIIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX MPOTPAMM.

PackpeiTiie TepCcOHAIBHBIX JAHHBIX - YMBIIIJIEHHOE WIH ClIydyalHOe HapylieHue
KOH(UICHITMATBHOCTH TIEPCOHATBHBIX TaHHBIX.

Pacnipoctpanenue mepcoHadbHBIX JaHHBIX - JIEUCTBHS, HANpaBleHHbIE HA Mepeaady
NEPCOHAIBHBIX TAHHBIX OMPEJEICHHOMY KpYTy Jinil (Tiepeada MepCcoHaNbHBIX JaHHBIX) WU
Ha O3HAKOMJICHHE C MEPCOHAJIBHBIMH JaHHBIMA HEOTPAHUYEHHOTO KpyTra JUI], B TOM YHCIIE
00OHapoI0BaHKE NEPCOHATBHBIX JAaHHBIX B CPEJICTBAX MAacCOBOM MH(MOPMAIIUH, pa3MEIICHHE B
UH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIX ~ CETAX WM TNpPeloCTaBiIeHHEe JocTyna K
NEPCOHATIBLHBIM JIAHHBIM KaKUM-JTM00 MHBIM CTIOCOOOM.

Pecypc wuHpoOpManmmMoHHOW CHCTEMBI - HWMCHOBAHHBIM JJIEMEHT CHCTEMHOTO,
IPUKIATHOTO WM almapaTHoro obecrnedeHus (GYHKIIMOHUPOBAHUS WHOOPMAIIMOHHON
CUCTEMBI.

CnenuanbHble KAaTeTOPUU MEPCOHANBHBIX JAHHBIX - [EPCOHAJbHBIE JIaHHBIE,
Kacarollluecsi PacoBOM, HAIMOHAIBHOM MPUHAIJIEKHOCTH, MOJUTHUYECKUX B3IJISIOB,
PENMUTUO3HBIX WU (GUI0COMCKUX YOEXKICHUM, COCTOSHUS 3J0POBBS U MHTUMHOUN >KU3HU
CyOBEKTa MePCOHATBHBIX TAHHBIX.

CpenctBa BBIYMCIUTEIIBHOM TEXHUKH - COBOKYIMHOCTb NMPOTPAMMHBIX M TEXHUYECKHX
AJIEMEHTOB CUCTEM OOPAa0OTKHU JAHHBIX, CHOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEILHO WIIH
B COCTaBE JIPYTUX CUCTEM.

Cybbekt goctynma (CyOBEKT) - JHWI0O WIM TPOIECC, JCUCTBHS KOTOPOTO
pErIaMEHTUPYIOTCS MPAaBUIIAMU Pa3rpaHUYEHUS JIOCTYTIA.

TexHuueckuil KaHal YTeUKHM HHPOpPMAIIMU - COBOKYMHOCTh HOCUTENS HH(MOpMalUU
(cpenctBa 00pabOTKM), (HPU3MYECKON Cpellbl paclpoCTpaHEHUsT MH(DOPMATUBHOTO CUTHANIA U
CPEACTB, KOTOPBIMU JI00BIBAETCA 3anuiiaeMasi HHGopMalus.

TpaHcrpanndHas nepeaada MepCOHANBHBIX JAHHBIX - TIepe/Iada MepCOHATBHBIX JaHHBIX
oneparopoM uepe3 ['ocynapcTBeHHyr0 rpanuily Poccuiickoin @enepan OpraHy BJIACTH



MHOCTPAHHOI'O TOCyJapcTBa, (PU3MUYECKOMY WIIM IOPUIUYECKOMY JIMIY WHOCTPAHHOTO
rocyJapcTBa.

VYrpo3bl 6€30MacCHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYIHOCTh YCIOBUN U (PaKTOPOB,
CO3/IaI0IMX OMNACHOCTh HECAHKLMOHMPOBAHHOIO, B TOM YHCJE CIy4alHOro, IOCTyma K
MEPCOHATBHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOrO MOXKET CTaThb YHUUYTOKEHHE, U3MEHEHHE,
0JIOKHUpOBaHUE, KOMUPOBAHMUE, PACHPOCTPAHEHUE MEPCOHANBbHBIX JAHHBIX, a TAKXKE HHBIX
HECAaHKIIMOHUPOBAHHBIX JEHUCTBUNA TMpu HUX o00paboTke B HH(POPMALMOHHON cucCTeME
MEPCOHANIBHBIX TAHHBIX.

VYHUYTOXEHUE NMEPCOHANBHBIX JIaHHBIX - IEUCTBUSA, B PE3yJIbTaTe€ KOTOPHIX HEBO3MOYKHO
BOCCTAHOBHUTH COJIEpP’)KaHHWE TMEPCOHANBHBIX JaHHBIX B MHGOPMALMOHHON cHCTEMe
NEPCOHATBHBIX JAHHBIX UM B pE3yJIbTaTe KOTOPBHIX YHUUTOKAIOTCS MaTEpUAJIbHbIE HOCUTEU
NEPCOHATBHBIX JaHHBIX.

VYTeuka (3amuiiaemMoil) HHPOPMaIUU MO TEXHUYECKUM KaHajdaM - HEKOHTPOJIHUPYEMOE
pacnpocTpaHeHre HHPOpPMallUKd OT HOCUTEIN 3aliuinaeMon nHhopMaiuu yepe3 Gu3niecKyro
Cpeay 0 TEXHUYECKOTO CPEACTBA, OCYIIECTBIAIOLIEI0 NEpPEeXBAaT HHPOPMALUHL.

Vs3BUMOCTh - €1a00CTh B CPEICTBAX 3aUIUTHI, KOTOPYIO MOXXHO HCIOJIb30BaTh JIJIS
HapyILICHUS] CUCTEMBI WJIM COJIepXKallleiics B Hell HH(pOopMalnu.

[lenocTHOCTE MH(pOpPMALUU - CIIOCOOHOCTH CPEJICTBA BBIUMCIUTEIBHOW TEXHUKU WU
aBTOMAaTU3UPOBAHHOM CHCTEMbI OOecleuyuBaTh HEU3MEHHOCTh HH(pOpMalluu B YCIOBUAX
CJIy4aiHOTO W/MJIM PEJHAMEPEHHOr0 UCKa)KeHUs (pa3pylleHus).

O003Ha4YeHUS U COKPALLICHMS:
ABC - aHTUBHPYCHBIE CPEICTBA
APM - aBTOMatu3upoBaHHOE pabouee MecTo
BTCC - BcrioMorareyibHble TEXHUYECKHUE CPEJCTBA U CUCTEMBbI
NCIIn - nadopMaIimoHHas cCucTeMa MepCoOHATBHBIX JTaHHBIX
K3 - koHTponupyemas 30Ha
JIBC - nokanbHasi BBIYUCIUTENbHAS CETh
MD - MexceTeBOl IKpaH
HCJI - HecaHKIIMOHUPOBAHHBIN JOCTYTI
OC - onepaliioHHasi cCUCTEMA
I1/IH - mepcoHabHBIE JaHHBIE
I[IMB - nporpaMMHO-MaTeMaTH4E€CKOE BO3AECHCTBUE
I1O - mporpammHoOe oOecrieueHne
[IOMUH - mo6ovHbIe AIEKTPOMATHUTHBIC U3ITYICHHS K HABOJKU
CA3 - cucrema aHanu3a 3a0MIIEHHOCTH
C3U - cpencrtBa 3amuthl HHGOpMALIUU
C3I1dH - cuctema (moacucTemMa) 3alluThl IEPCOHATBHBIX JaHHBIX
COB - cucrema oOHapyKeHUsI BTOPKEHUM



TKY U - rexunyeckue kaHallbl yT€YKH HH(POpMaLIUU
VYBIIIH - yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX

Kuaaccupukanus Hapymmresiei

ITo npusnaky npunHamnexxnoctu k UCII/IH Bce HapymMTeny AeIATCs Ha ABE TPYIIIbL:

- BHEIITHUE HApPYIIUTENU - (u3nueckue Juila, HEe HUMEIoUIMe MpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJHMPYEMOM 30HBI, B Tpeieiax KOTOpOW pa3Melaercs 0O0OpyJoBaHUE
NCIIdn;

- BHYyTPCHHHUE HApYIIUTENU - (pu3nueckue JuIila, MUMEIIIUE MpaBO NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJMPYEMOW 30HBI, B TMpejenax KOTOpOW pa3MeliaeTcs 000pyI0oBaHUE
NCIIdH.

Bremnuit Hapymuressb

B kadecTBe BHelIHero HapyuTesns HHOOPMAIIMOHHONW O€3011aCHOCTH, PAaCCMaTPUBACTCS
HapyIIUTENIb, KOTOPHI HE UMEET HEMOCPECTBEHHOTO 10CTYNa K TEXHUYECKUM CPEACTBAM U
pecypcaM CUCTEMbI, HAXOISIIIIUMCS B MpeiesiaX KOHTPOJIUPYEMOl 30HBI.

[Ipennonaraercsi, 4YTO BHEUIHWUN HApyIIUTEIb HE MOXKET BO3/ICHCTBOBaTH Ha
3alMIIaeMyro HHHOPMAIIHIO IO TEXHUYECKUM KaHajlaM YTeUKH, TaK Kak 00beM nH(popmaruu,
xpaHumMoil u oOpabateiBaemoii B WCII[{H, siBasieTcs HEIOCTATOYHBIM IS BO3MOXKHOM
MOTHBAllMM BHEIIHETO HAPYIIUTENS K OCYIIECTBICHUIO JIECHCTBUN, HANPABICHHBIX YTEUKY
uHbOpMAIIMK 10 TEXHUYECKUM KaHallaM yTeukd. [Ipeamonaraercs, YTO BHEIIHUN
HapyIIUTENIb MOXKET BO3[EHCTBOBATh Ha 3alllMIAaeMyl0 MHGOPMAIMIO TOJIBKO BO BpeMs €€
nepeaavy no KaHajlaMm CBSA3H.

BayTpenHuil HapyImuTenb

B0O3MOXXHOCTH BHYTPEHHETO0 HApPYIIMTENs CYIIECTBEHHBIM O0pa3oM 3aBHUCST OT
JEUCTBYIONINX B MpeieTIaX KOHTPOIUPYEMOM 30HbI OTPAaHUYUTENIbHBIX (PaKTOPOB, U3 KOTOPHIX
OCHOBHBIM SIBJIIETCS peAIN3aLMsl KOMIIJIEKCA OPraHU3allMOHHO-TEXHUYECKUX MEP, B TOM UHCIIE
0 T0100PY, PACCTAHOBKE U 00ECIIEYEHU IO BEICOKON MPO(heCCHOHATBHOM OITOTOBKHU KaAPOB,
JOMYCKYy (DU3UYECKUX JIMII BHYTPb KOHTPOJHUPYEMOW 30HBI M KOHTPOIIO 32 MOPSIKOM
mpoBeneHus — pabor, HallpaBJICHHBIX  HA  MPENOTBpAlllEHHUE U IPEecedYeHue
HECAHKIIMOHUPOBAHHOIO JIOCTYTIA.

Cuctema pasrpannuenus pocryna HWCII[H oOecneunBaeT pasrpaHudyeHUe MOpaB
MOJIb30BaTeNIed Ha JOCTYN K WH(OPMAIIMOHHBIM, MPOTPAMMHBIM, aNMapaTHBIM U APYTUM
pecypcam VUCII/IH B COOTBETCTBHHY C MPUHATOMN MOJTUTHKON HHOOPMAITMOHHON 0€301MacHOCTH.
K BHyTpeHHUM HapyHMIHUTENSIM MOTYT OTHOCHUTBCS

- agmunaucTpaTopsl UCIIH (kateropus );

- aIMUHUCTPATOPBI KOHKPETHBIX NojcucTeM win 6a3 manabix UCIIH (kateropus 11);

- mostb3oBaren UCTI/n (kateropus I11);

- I0JI30BATEIH, SBJISIIOIINECS BHEIIHUMU 110 OTHOLIEHUIO K KOHKpeTHOU AC
(xkareropus 1V);



- TU1a, 00J1a1ar0IMe BO3MOKHOCTBIO TOCTYIIA K CUCTEME Mepeayn TaHHbIX (KaTeropus
V),

- COTPYIHUKHU PallOHHOTO COBETa, UMEIOIIME CAHKIIMOHUPOBAHHBIN TOCTYM B CIY>KEOHBIX
LEJIIX B MOMENIEHHUs], B KOTOPBIX pasmemarorcs snementsl UCIIIH, HO He uMmeronye npasa
noctyna k HuM (kareropus VI);

- O0CTy)KMBAIOIUA  TEpcoHan  palloHHOTO  coBeTra  (oXpaHa,  pPabOOTHHUKH
WH)XEHEPHOTEXHUYECKUX CIyk0 u T.11.) (kateropus VII);

- YIIOJIHOMOYEHHBIHN niepconan pazpadorunkoB UCIIJIH, KOoTOpbIi Ha TOrOBOPHOM OCHOBE
UMeeT TpaBO Ha TEXHHUUECKoe oOchmyxkuBanue U Moaudukanuio komnoHeHtoB HCII/Ix
(xateropus VIII).

Ha mun xareropuii 1 u II BO3nmokeHsbI 3a1a4un MO0 aAMUHUCTPUPOBAHUIO ITPOIPAMMHO-
anmapaTHbiX cpenctB u 6a3  ganubix MCIIJIH nns usTerpanmu u  oOecrnieueHHs
B3aMMOJICMCTBUSL PA3IMYHBIX MojcucTteM, Bxoasmux B coctaB MCII[H. AnMuHuCTpaTOpbl
NOTEHLIMAJILHO MOTYT pe€alu30BbiBaTh yrpo3bl b, wHcCnonbs3ys BO3MOXKHOCTH IO
HEMOCPECTBEHHOMY JIOCTYIY K 3aliuiaeMoi nHbopmaiuu, 00padaTeiBa€MOil U XpaHUMOI B
NCIIdH, a Takke K TeXHUYECKUM U niporpaMMHbIM cpenctBam MCIT/IH, BkiIrodast cpencra
3alUThI, UCIIOJIb3yeMble B KOHKPETHbIX AC, B COOTBETCTBUU C YCTAHOBJICHHBIMU JJIsI HUX
aIMUHHUCTPATUBHBIMU MTOJTHOMOYHUSMH.

OTH IHIa XOPOIIO 3HAKOMBI C OCHOBHBIMY JITOPUTMAaMU, TPOTOKOJIAMH, PEATU3YEMBIMH
U UCHOIb3YyeMbIMH B KOHKpeTHbIX mnoacucremax u HMCIIJlH B uemom, a Takke ¢
NPUMEHSIEMBIMU MPUHIUIIAMH U KOHIIETIIUSAMU O€30IaCHOCTH.

[Ipenmnonaraercs, 4To OHU MOTJU OBl UCIOJIB30BATh CTAHJAPTHOE 00OPYyIOBaHUE JHUOO
JUTIS UAeHTU(PUKAIIMK ySI3BUMOCTEH, 1100 1i1s1 peanusaiuu yrpo3 Mb. /lanHoe o6opynoBanue
MOJKET OBITh KaK YacCThIO MITATHBIX CPEJICTB, TAK K MOXXET OTHOCUTHCSA K JIETKO TOJIy4aeMOMY
(HampuMmep, mporpamMMHOe oOOecreueHue, TMOAyYeHHOEe U3 OOIIEJOCTYIMHBIX BHEIIHUX
HUCTOYHUKOB).

Kpome ToOro, mnpenmonaraercsi, 4YTro OTH JHIAa MOIMIM OBl  pacnoyiararb
CHEIUATM3UPOBAHHBIM 000PYTIOBAaHUEM.

K munam kareropuit I u II BBuay ux uckmountensHot ponu B WCIIIH nomken
MPUMEHSTHCS KOMIUIEKC OCOOBIX OPTraHM3alMOHHO-PEKUMHBIX Mep MO HX MOoA00pY,
NPUHATHIO Ha palboTy, HA3HAYEHUI0O HAa JOJDKHOCTh M KOHTPOJIIO  BBINOJHEHUS
(bYHKITMOHAIBHBIX 00S3aHHOCTEH.

[Ipeanonaraercst, yro B uucno jui kateropuid | u |l OyayT BkiItouaTbesi TOJBKO
JOBEPECHHBIE JMIAa M IIOATOMY YKAa3aHHBIE JIMIA HWCKIIOYAKTCAd W3 4YHUCIA BEPOSTHBIX
HApYUINUTEIICH.

[Ipennonaraercs, yro ymna kareropuit [II-VIII oTHOCATCS K BEPOSITHBIM HAPYIIUTENSIM.
[Ipennonaraercsi, 4TO BO3MOKHOCTh CTOBOPAa BHYTPEHHHMX HAPYIIUTENIEH MajJOBEpPOATHA
BBUY IPUHSTHIX OPraHU3ALMOHHBIX U KOHTPOJIUPYIOIIUX MEP.



IIpeamosioxkenusi 00 MMeIOLIEHCS Y HAPYIIMTEJS HH(popManuu
00 00beKTaX peaju3auuy yrpos3

B kauecTBe OCHOBHBIX YpOBHEW 3HaHMWA Hapymutenaeil 060 AC MOXKHO BBIIECIHTH
CJIEIYIOLIHE:

- o6m1as nHopMaius - UHGpopMaIuu o0 Ha3HadeHus U oOmux xapakrepuctukax UCII/H;

- OKCIUTyaTaloHHas uHgopmaius - nHhopMalus, MoJTyuYeHHasl U3 dKCIUTyaTallHOHHON
JTOKYMEHTAIUK;

-4yBCTBUTEIbHAA HH(DOpMaIys - UHOOpMAIIs, TOMOTHSIONIAs AKCILTyaTallMOHHYIO
undopmanuro 06 UCIIJIn (Hanpumep, cBegenus u3 npoektHoi qokymentanuu UCIIIH).

B yacTHOCTH, HAPYHIUTENH MOKET UMETh:

- TaHHbIE 00 OpraHu3aIu PaboThI, CTPYKTYPE U UCTIOJIB3YEMbIX TEXHUUECKHUX,

MPOTPAaMMHBIX U MporpaMMHo-TexHuueckux cpeacrsax UCII/H;

- cBefieHuss 006 mHpopmanuoHHbx pecypcax MCIIJIH: mopsigok W mpaBuiia co3iaHus,
XpaHEeHUs U nepeaayu nHpopMaimu, CTpyKTypa U CBOMCTBA MH(OOPMAIIMOHHBIX TTOTOKOB;

-JaHHBIe 00  YA3BUMOCTSIX, BKJIIOYas JIaHHbIE O  HEJOKYMEHTHPOBAaHHBIX
(HeAeKJIapUPOBAHHBIX) BO3MOXXHOCTSX TEXHHMYECKUX, NPOTPAaMMHBIX M MPOrpPaMMHO-
texHuuyeckux cpenacts UCII/IH;

- TaHHble 0 peanu3oBaHHbIX B [IC3U mpuHIMNax v alropuTMax; - UCXOIHBIE TEKCTHI
nporpammHoro ooecrneuenuss UCITIH;

- CBEZICHUS O BO3MOXHBIX KaHajlax peaju3aluu yrpos;

- uH(opMmaIuio 0 crocobax peanusaiuu yrpos.

[Ipennonaraercss, uyro unauua kareropuu III w xareropum IV BrameroT TOIBKO
AKCIUTYyaTallMOHHOW MH(OpMaIuel, 4To o0ecreunBaeTcsl opraHu3aluoHHbBIMU MepaMu. [Ipu
3TOM Juia kareropuu |V He BmajeloT MapojabHOH, ayTeHTH(PHUIIUPYIOMEH W KJIHOUYEBOM
uHdopmanuent, ucronszyeMoir B AMC, K KOTOPBIM OHH HE UMEIOT CAaHKIIMOHUPOBAHHOIO
JOCTYTIA.

[Ipeanonaraercs, 4ro Jjuma Kateropud V BIAJCIOT B TOM WIM HWHOM YacTH
YyBCTBUTEJIBHON W AKCILTyaTallMOHHON MH(pOpMaIeil o cucteMe nepenadd nHGOpMaIiu u
obmeit nadopmarmeit 06 AVC, ncnonp3yionmx 3Ty CUCTEMy Tepenadud uH(popmaiuu, 4To
oOecreuynBaeTcss OpraHu3alMOHHBIMU MepaMu. [Ipu 3ToM nwma xkateropuu V HE BIAJCIOT
MapoJabHON U ayTeHTUhUIUpYIoiIei nHbopmaruen, ucrmonszyemoit B AVC.

IIpennonaraercs, yro nuua kareropuu VI u nuna kareropun VII o ypoBHIO 3HaHUU HE
MIPEBOCXOIAT JIMIA KATErOpuu V.

[Ipenmonaraercs, uro numna kareropun VIII ob6manarotr ayBcTBUTENBHONM WHMOPMAITEH
060 UCIIImx un dysknuoHanpHO opueHTHpoBaHHBIX AWC, Brmowas wuHbopmamnuio 00
YS3BUMOCTAX TEXHUUECKHUX U nporpaMMHbiX cpeacts UCITIH. Oprann3zaiinioHHbIME MepaMu
MPEINOIaraeTcsl UCKIUYUTh NOCTyI Jinl Kateropuu VIII Kk TEXHMYECKUMM W IPOrpaMMHBIM
cpeactBam HMCIIJIH B MOMeHT 0OpabOTKM C HMCIOJIB30BAaHUEM ATHUX CPEICTB 3alUIIaeMOi
uHpopMaiuu.



Takum o6pazom, Haubosiee unpopmupoBaHHbiMU 00 AUC sBasitoTcs nuna kateropuu ||
u nuua kareropuu VIIIL

Crenenb MHGOPMUPOBAHHOCTU HAPYIIUTENS 3aBUCUT OT MHOTUX (PAKTOPOB, BKIIHOYAs
peaTu30BaHHBIC B aJIMUHUCTPAIMU KOHKPETHBIE OPraHU3AIMOHHBICE MEPHI U KOMITIETECHIIUIO
HapymuTene. [1o3ToMy 0OBEKTUBHO OIIEHUTH O0OBEM 3HAHUM BEPOSITHOTO HAPYIIUTENS B
o011eM cirydyae NpakKTH4eCKH HEBO3MOXKHO.

B cB3M C H3N0KEHHBIM, C ILENbI0 CO3JaHMUS OINPEAEIEHHOTO 3araca IPOYHOCTH
MIPEIoJIaraeTcsi, YTo BEpOSTHBIC HAPYIIUTENIN 001aal0T Bceil mHpopMalueit, HeoOX0 MO
JUTSl TOATOTOBKH U pean3aluu yrpo3, 3a UCKI0YEeHUEM UHPOpMalMU, JOCTYIl K KOTOPOH €O
CTOPOHBI HAPYIIUTENS UCKITIOYAETCS CUCTEMOM 3amuThl uHpopmanuu. K takoit unpopmariumy,
HaIMpuMep, OTHOCUTCS TIapoJibHAs, ayTEHTU(DUITUPYIOIIAs U KIto4YeBas HHPpOpMaIusi.

[Ipennonoxkenus 00 UMEIOUIUXCA Yy HApYyIIUTENs CPEACTBaX peanu3aluu  yrpos
[Ipennonaraercs, 4To HAPYIIUTEIb UMEET:

- anmapatHbie komnoHeHThl C3ITJn u CO C3I1/1H;

- TOCTYITHbIE B CBOOOAHOM MpOoAake TEXHUUECKHE CPEACTBA U TPOTrpaMMHOE 00ecIieueHHE;

- CIEIUANIBHO ~ pa3pa0OTaHHbIE TEXHUYECKHE CpPEJCTBA U  MPOTrpaMMHOE
obecrnieueHue. BHyTpeHHUI HAPYIITUTETh MOXKET UCIIOIB30BaTh IITATHBIE CPEJICTRA.

CocraB UMEIOMINXCS Yy HAPYIIUTENS CPEACTB, KOTOPbIE OH MOXET HMCHOJIb30BaTh IS
peanuzanuu yrpo3 Wb, a Takke BO3MOXXHOCTH IO UX NPUMEHEHUIO 3aBUCSIT OT MHOTHUX
dakTopoB, BKJIIOYas peaqu30BaHHbIE Ha OO0BEKTaX aAJMUHUCTPAILMH  KOHKPETHbIE
OpraHu3alMOHHbIE MEPbI, PUHAHCOBBIE BO3MOKHOCTH M KOMIIETEHITUIO HAPYIITUTENECH.

[ToaTOMY OOBEKTHBHO OLIEHUTH COCTaB UMEIOLIUXCS Y HAPYIIUTEIS CPEJICTB peasih3aliuu
yrpo3 B 00IIEeM ciiy4dae NMpaKTHYECKH HEBO3MOXKHO. [loaTomy, M co3maHus YCTOMYHMBOU
C3I1[In mpeamosaraeTcs, 4YTO BEPOSTHBIM HAPYIIUTENIb HWMEET BCE HEOOXOAMMBIC IS
peanu3alu  yrpo3 CpelCcTBa, BO3MOKHOCTH KOTOPBIX HE IPEBOCXOIST BO3MOXKHOCTH
AHAJOTHUYHBIX CPEJCTB pealu3allid yrpo3 Ha HHPOPMAIUIO, COJCPXKAIIYI0 CBEIICHUS,
COCTaBJISIIOIINE TOCYJAPCTBEHHYIO TaiiHy, M TEXHUYECKHE U MPOTPaMMHBIE CPEICTBA,
oOpabatpIBaroIIne 3Ty HHPOPMAIIUIO.

BwmecTte ¢ Tem npeanonaraercs, 4To HAPYUIUTEIb HE UMEET:

- CpPEJICTB [lepeXBaTa B TEXHUYECKUX KaHAJaX YTEUKH;

- CPEIICTB BO3JICHCTBUS Yepe3 CUTHAIbHBIC IenH (MH(OOPMAIIMOHHBIE W YIPABISIONINE
untepdeiicet CBT);

- CpPEJICTB BO3/JICUCTBUSI HA UCTOUYHUKU M Yepe3 LN MUTaHUS; - CPEJICTB BO3JICUCTBUS
qyepe3 LenH 3a3eMIICHHUS;

- CpPEJICTB aKTUBHOI'O BO3/ICHCTBUSI HA TEXHUUECKUE CPEACTBA (CPEACTB OOTyUEHNUS).

[Ipeanonaraercs, 4To HamboJiee COBEPUICHHBIMU CPEACTBAMH peau3allid yrpo3
obnanaroT nuua kareropuu 11 u nuna kareropun VIII.



Yrpo3sl yredku HHGOpMALMHU 10 TEXHHYECKHUM KaHAJIaM

Yrpo3sl yTeukH akyCTHYeCKOM (peyeBoi) mHGOpMaLUul
Bo3HukHOBEHHE yrpo3 YTEUKH aKyCTUYECKOU (peueBoit) mHpopMaiuu, coaeprxramiencs

HETMOCPEJCTBEHHO B Mpou3HocuMon peun mosb3oBatens WCIIIH, nmpu o6pabotke I1/IH B
NCTIIH, Bo3MOxkHO 1pu HaTMYuK QyHkuii ronocoBoro BBoaa [1/1n 8 UCII/In nnm pyHkmit
BocripousBeaeHus [1/{n akyctuueckumu cpeacrsamu MCII/IH.

B UCIIAH cenbckoro moceneHus (QyHKIUU TonocoBoro Beoga II[{n wim dyHkumm
Bocripou3BeneHuss IIJIH  akycTHYeCcKMMHM  CpeICTBAMU  OTCYTCTBYIOT. BeposTHOCTH
pean3anmu yrpo3sl - MaJOBEPOSITHA.

Yrpo3sl yredyku BUA0BOH HH(pOpMaLIUU
Peanuzauust yrpo3sl yTeuku BUIOBOM MH(OpPMAIMU BO3MOXKHA 32 CUET MPOCMOTpa

uH(OPMAILIMK C TTIOMOIIIBIO ONTUYECKUX (ONTUKO-IJICKTPOHHBIX) CPEJICTB C IKPAHOB JUCILICEB
U JIPYTUX CPEICTB OTOOpa)KEHUSI CPEJCTB BBIYMCIUTEIILHOM TEXHUKH, WH(POPMAITMOHHO-
BBIYHCIIMUTEILHBIX KOMIIJIEKCOB, TEXHUUECKUX CPEICTB 00paboTKMU rpaduueckoil, BUIEO- U
OykBeHHO-IMPpoBoi mHopManmu, Bxoasmux B coctaB MCIIJIH. B yupexneHuu BBeneH
KOHTpPOJIb TOCTyIIa B KOHTPOJIMPYEMYIO 30HY, APM mnonp30BaTeneil pacrosoxkeHbl TaK, YTO
[IPAKTUYECKU HCKIKOUYEH BU3YAJIBHBIM JOCTYIl K MOHMTOPAM, a Ha OKHAX YCTAaHOBJICHBI
KAJFO3U.
BeposiTHOCTH peasin3aniy yrpo3sl - MAJIOBEPOSATHA.

Yrpo3sl yreuku ungopmannu no kanajaam [IOMUH
VYrpo3sl yreukn wuHbopmanuu no kanamy [IOMUWH, Bo3MOXHBI H3-3a HaIU4YUs
Napa3uTHBIX JIIEKTPOMArHUTHBIX U3inydeHuil y anementoB UCII/IH.
VYTpo3bl JaHHOTO KJlacca MaJOBEPOSTHBI, T.K. pa3Mep KOHTPOJIUPYEMOM 30HBI OOJIBIION,
n sneMeHTbl UCII[IH sKpaHUpPYIOTCS HECKOJIBKUMHU HECYIIMMH CTEHAMH, W Mapa3uTHBIN
CUTHAJI MAaCKUPYETCS CO MHOXECTBOM JPYIMX Iapa3UTHBIX CUTHAJIOB 3JIEMEHTOB, HE
Bxomsmux B UCII/IH.

¥Yrpo3bl HECAHKIMOHUPOBAHHOI0 A0CTYIIA K HH(popMaLuu
Peamuzamms yrpo3 HCJ| x wHpOpManmum MOXKET MPUBOAWTH K CICAYIOIUM BHJIAM
HapylieHus ee 0€30MacHOCTH:
- HapyIIeHUIO0 KOH(MUICHIINATFHOCTH (KOMTMPOBAHUE, HEITPABOMEPHOE PACIIPOCTPAHECHHUE);
- HAPYIIEHUIO ETOCTHOCTHU (YHUUTOKEHUE, U3BMEHEHUE);
- HAPYIICHUIO JOCTYIMHOCTH (OJIOKUPOBAHUE).



Yrpo3sl yHHYTOXeHHS, XuleHus annapaTHbix cpeacts UCII/In nHocureeit

uHopManuu myreM puznyeckoro xocryna k yiemednram UCIIIn
Kpaxa [I9BM

VYrpo3a ocymecrBuserca nyremMm HCJl BHEIIHMMH M BHYTPEHHUMH HapyLIATEISIMHU
B IIOMEILIEHMUS, T1I€ pacnonoxeHsl dneMeHTsl UCII/IH.

B yupexxaeHuu BBeIeH KOHTPOJIb JOCTYIIa B KOHTPOIUPYEMYIO 30HY, ABEPU
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTH peann3anuu yrpo3sl - MaJ0BEpOsTHA.

Kpaxa Hocureneit undpopmaruu

VYrpo3a ocymectBisercas nyrem HCJ| BHemIHMMM M BHYTPEHHUMH HApYHIMTEISMHU
K HOCUTEJIIM UH(POPMAIIUH.

B cenbckoM coBeTe BBEAEH KOHTPOJIb JOCTYNa B KOHTPOJIUPYEMYIO 30HY, IBEpU
3aKpbIBAIOTCS Ha 3aMOK, BEJIETCSl YUET U XpaHEHUE HOCUTeNel B ceiide.

BeposTHOCTh peanu3anuy yrpossl - MaJIOBEPOSITHA.

Kpaxa xiroueit u aTpubyToB HocTyna

VYrpo3za ocymiectBisgercs nyrem HCJl BHEIIHUMHY M BHYTPEHHUMHU HAPYITUTEISIMHU B
MIOMEIIEHUS, TJIe TPOUCXOAUT PaboTa MOIb30BaATEIICH.

B cenbckom coBeTe BBeIEH KOHTPOJIb JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKPBIBAIOTCS HA 3aMOK, OPTaHU30BAaHO XpaHCHHUE KII0UeH B celipe 1 BBeCHA MOJIMTHKA
"gucToro croia'.

BeposiTHOCTH peasin3aiiy yrpo3 MajloBEpOsITHA.

Kpaxwu, mogudukamm, yHUITORKEHUS HHOOPMAIHH

VYrpo3a ocymectBisiercss myrem HCJl BHEIIHUMHM M BHYTPEHHUMHU HapyUIUTEISIMHU B
noMenIeHus, rae pacnoyioxkenbl anemenTsl UCII/IH 1 cpeacTBa 3alIUThI, a TaK )K€ MPOUCXOIUT
paboTa noJjib30BaTENEH.

B cenbckoMm coBeTe BBeJEH KOHTPOJIb JOCTyNa B KOHTPOJUPYEMYIO 30HY, IBEpHU
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTH peanu3aiuu yrpo3sl - MaJIOBEPOSITHA.

BriBog u3 ctpos y3nos [IDBM, kaHanoB cBs3u



VYrpo3a ocymectBusiercss nmyreMm HCJl BHEITHMMM M BHYTPEHHUMM HApYIIUTEISIMU B
MOMEIIEHNUS, 1€ pacnoyioxkeHsbl deMeHThl UCII/IH 1 mpoXoaaT KaHAIbI CBS3H.

B cenbckoMm coBeTe€ BBEAECH KOHTPOJIb JOCTYNAa B KOHTPOJIMPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIIETKHA HA MEPBBIX ATAXKaX 31aHUS.

BeposTHOCTB peanu3zanuuy yrpossl - MaJIOBEPOSTHA.

HCC&HKHI/IOHI/IPOBaHHOC OTKIIOYCHHUC CPEACTB 3alIUThI

VYrpo3a ocymectBigercs nyreM HCJl BHEMIHMMU M BHYTPEHHHUMM HAPYIIUTEISIMU
B IIOMENIEHUSI, T/I€ pacnoiokeHsl cpeacTsa 3amutsl MCITIH.

B cenbckoM coBeTe BBEIEH KOHTPOJIb JOCTYIAa B KOHTPOJIMPYEMYKO 30HY, IBEpHU
3aKpBIBAIOTCS Ha 3aMOK, nosib3oBatenu MCII/In npounctpyktupoBansl 0 padore ¢ [1/]H.

BeposTHOCTB peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Yrpo3sl XUIEHUS, HECAHKIMOHWPOBAHHOW MOAUDUKAIUUA WU OJOKMPOBAHUS
uHpopManmu 3a cdeT HecaHkiuoHupoBanHoro pgocryna (HCJI) c¢ npumeHeHuem
IPOrpaMMHO-AIMAPATHBIX M TMPOTPAMMHBIX CpPEJACTB (B TOM YHCJIE MPOrPaMMHO-
MaTeMaTUYECKUX BO3JCUCTBUI)

JleficTBUSI BpeIOHOCHBIX MPOTpaMM (BUPYCOB)
[IporpamMmmHO-MaTeMaTHueCcKoe BO3JACHCTBHE - 3TO BO3JECUCTBHE C TOMOIIBIO

BPEIOHOCHBIX TIporpaMm. [IporpaMMoii ¢ MOTEHIIMATBFHO OMACHBIMU TOCIEACTBUSIMU UITU
BPEJIOHOCHOW MporpamMMoil  (BUPYCOM) Ha3bIBAlOT HEKOTOPYI) CaMOCTOSITEIbHYIO
nporpaMMmy (Ha0Op WHCTPYKIMI), KOTOpas CMOCOOHA BBIMOJHATH JIFOOOE HEIyCTOe
MOJIMHO>KECTBO CIEAYIOMUX (PYHKIIHIA:

- CKpBIBaTh MPU3HAKU CBOETO MPUCYTCTBUSA B IPOTPAMMHOMN Cpe/ie KOMITBIOTEPa;

- 005amarh CIIOCOOHOCTBIO K CaMOAYOJIMPOBAHUIO, ACCOIMHUPOBAHHUIO CeOsl C
ApPYTMMH TIporpaMMaMH W (WJIM) TIEPeHOCY CBOMX (pParMeHTOB B WHBIE 00J1acTH
ONEPATUBHOM WM BHEIIHEW NAMATH; - pa3pyllaTh (MCKaKaTh IPOU3BOJIBbHBIM 00pa3oM) KOJI
MPOrpaMM B OTIEPATUBHON MAMSATH;

- BBINOJHATH 0€3 MHUIMUPOBAHKS CO CTOPOHBI MOJB30BATENs (IOTH30BATEIHCKON
IporpaMMbl B IITATHOM pEXHUME €€ BBIMOJTHEHUSI) JCCTPYKTUBHBIC (PYHKIUU
(KonmupoBaHUsl, YHUUTOKEHUS, OJTOKUPOBAHHUS U T.11.);

- COXpaHATh (PparMeHTH WH(POpPMAIMH W3 ONEPATUBHON MaMSITH B HEKOTOPHIX
00JacTSAX BHEIIHEW MaMSITH MPSMOTO JOCTYTa (JIOKAJTbHBIX WU yIaJCHHBIX);

- HUCKaXaTb TMPOU3BOJBbHBIM 00pa3oMm, OJOKuUpoBaTh M (WIM) TOJAMEHSThH
BBEIBOJIMMBIA BO BHEINIHIOI TAMATh WJIM B KaHAJI CBS3M MacCUB HWH(OPMAIINH,
00pa30BaBIIUICS B



pe3ynbrate padoThl NPUKIAJHBIX MPOTPAMM, WM YK€ HaxOJSALIUMEcs BO BHEIIHEH
ITaMSITH MaCCHUBBI IaHHBIX.

B censckom coBete Ha Beex aneMeHTax VCII/IH ycTaHOBIIEHA aHTUBUPYCHAS 3aILNATA,
BBEJCHA  IIOJIMTMKA  OrPAaHUYEHHOTO  HCHOJb30BaHUS  INPOrPaMM,  IOJb30BATENH
IIPOMHCTPYKTUPOBAHBI O MEPAX MPEAOTBPALIEHUS BUPYCHOIO 3apaXKEHUSI.

BeposTHOCTB peanu3anuu yrpo3bl - HU3Kas.

HenexnapupoBanubie Bo3MoxkHocTH cucteMHOro IO u IIO ana o6paboTku mepcoHaIbHBIX
JAHHBIX

HenexnapupoBaHHblE BO3MOXKHOCTH - (YHKIHMOHAJIbHBIE BO3MOXHOCTU CPEJICTB
BBIUMCIUTENBHOW TEXHUKH, HE ONUCAHHbIE WM HE COOTBETCTBYIOIIHME OIMCAHHBIM B
JOKYMEHTAIIMH, TPU UCTIOJIb30BAHUU KOTOPBIX BO3MOXKHO HapyIIeHHE KOH(PHUISHIIMATIbHOCTH,
JOCTYITHOCTH MJIU LIEIOCTHOCTH 00pabaTbiBaeMoi HH(GOpMAaIIIy.

B cembckomM coBeTe HET MpoOrpaMMHOro  oOecledeHus, pa3padaTbIBAEMOro
COOCTBEHHBIMU Pa3pabOTYMKAMU/CTOPOHHUMH CHEIIUATUCTAMHU.

BeposiTHOCTB peanu3anuu yrpo3sl - MAJIOBEPOSATHA.

Vcranoska 10O He CBSI3aHHOI'O ¢ UCIIOJIHEHHUEM CJ'Iy}KC6HBIX 00s13aHHOCTEH

VYrpo3a oCcyliecTBIACTCS MyTEM HECAHKIIMOHUPOBAHHOW ycTaHOBKHU 110 BHyTpeHHUMHU
HApYLIUTEIIMH, YTO MOKET IPUBECTH K HAPYIICHUIO KOH(PUACHIINATLHOCTH, IEIOCTHOCTH H
noctynHoctu Bcet UCII/IH unu ee 3J1eMEHTOB.

B cenbckoM coBeTEe BBEIEHO pa3rpaHUYEHUE MPaBaMU IOJIb30BATENICH Ha YCTAHOBKY
IIO u ocyliecTBAsAE€TCSs KOHTPOJIb, IOJIb30BATEINW MPOMHCTPYKTUPOBAHBI O TOJUTHKE
yctanoBkH [10.

BeposiTHOCTH peanuzanuu yrpo3bl - MAJIOBEPOSITHA.

Yrpo3sl He IpeJHAMEPEHHBIX JIeliCTBUI MM0JIb30BaTe/ el U HAPYIIeHUil 0e30MaCHOCTH
¢ynkuuonupoBanusa UCIIIn u C3I1/In B ee cocTaBe n3-3a c60eB B MPOrPaMMHOM
ol0ecrne4yeHNH, a TAKAKE OT YIPO3 HEAHTPONOTeHHOT 0 (c00eB annapaTtypbl U3-3a
HEHA/EsKHOCTH 3JIEMEHTOB, C00€B 3JIEKTPONUTAHUA) U CTUXHUITHOT0 (YAAPOB MOJIHMH,
10Kap0B, HABOJHEHHMH U T.II.) XapaKTepa

VYTpara kirodeii U aTpuOyTOB TOCTYyIA

VYrpo3a ocyuiecTBiseTcsl 3a cueT JEUCTBHUSL YeOBEUYECKOro (hakTopa MOoJb30BaTesei
UCII/[In, xoTOpble HAPYMIAIOT IOJOKEHUS MApOJIbHOW MOJHUTHKE B YaCTH MX CO3IJAHUS
(co3maroT Jerkue WK IMyCThIe MapoJik, HE MEHSIOT MAPOJIU MO UCTEYEHUU CPOKA UX KU3HU



WM KOMIIPOMETAIMH U T.I1.) U XpaHEHUs (3aMKMChIBAIOT MAPOJIA HA OyMaXKHbIE HOCUTEIIH,
NEepeNaAroT KIKYH JOCTYNa TPETHUM JIMIAM U T.11.) WK HE OCBEIOMJIEHBI O HUX.

B cenbckoMm coBeTe BBeEHA NaposibHAsl MOJUTHKA, MIPelycMaTpUBaronas TpeOyeMyro
CJIOKHOCTb MApOJsl U TMEPUOAUYECKYIO €r0 CMEHY, BBEJCHA IIOJUTUKA 'YUCTOro crosa',
OCYIIECTBIISIETCSI KOHTPOJb 32 UX BBINOJIHEHUEM, MOJIb30BATEIN MPOUHCTPYKTHUPOBAHBI O
MapoJbHON MOJUTUKE U O IEUCTBUSIX B CIy4YasX yTPaThl UM KOMIPOMETALIMH MApOJICH.

BeposiTHOCTD peanu3anuu yrpossl - HU3Kasl.

Henpennamepennas moaudukanus (yHUUTOXEHHE ) HH(OPMAIIMU COTPYAHUKAMU

VYrpo3a ocyuiecTBiseTcs 3a CUeT JEHCTBHUS 4EIOBEYECKOro (hakTopa IOJIb30BaTesIeH
UCII[IH, xoTOphle HapylalOT MOJOKEHUsS MpUHATHIX npaBuil padotel ¢ UCII[Ax wnu He
OCBEJOMIJICHBI O HUX.

B cenbckoM coBeTe OCYIIECTBISETCS pe3epBHOE KonupoBaHue oOpadareiBaeMbix [1/1H,
M0JIb30BaTENN MPOUHCTPYKTUpOBaHbI 0 padote ¢ UCII/H.

BeposTHOCTB peanu3anuu yrpo3sl - MaJI0BEPOSITHA.

HenpenHaMepeHHOG OTKIIFOYCHUC CPCACTB 3alIUThI

VYrpo3a ocymiecTBIsIETCS 3a CUET ACHCTBHUS YENOBEYECKOro (akTopa MOoJIb30BaTENeH
NCITIIH, KoTOpBIe HAPYIIAIOT MOJIOKEHUS MPUHATHIX MpaBui padbotsl ¢ UCII/IH u cpeacTBamu
3aIMUTHI UM HE OCBEIOMJIEHBI O HUX.

B cenbckoM coBeTe BBEAEH KOHTPOJIb JOCTYNa B KOHTPOJIUPYEMYIO 30HY, ABEpHU
3aKpBIBAIOTCS HA 3aMOK, OCYILECTBIISIETCS pa3TpaHUYEHUE NOCTyNa K HACTPOMKaM peKMMOB
CPEIICTB 3alllUThI, TOJIB30BATEIU MPOUHCTPYKTUPOBaHbI 0 padote ¢ UCII/IH.

BeposTHOCTH peanu3anuu yrpo3bl - MaJlOBEpOSITHA.

Brixon u3 cTpos anmapaTHO-IIPOrPaMMHBIX CPEJICTB

VYrpo3a ocyiiecTBisieTcs BCIEACTBUE HECOBEPUICHCTBA aIMapaTHONPOTPAMMHBIX
CPEACTB, M3-32 KOTOPBIX MOXET MPOUCXOJHUTh HAPYIIEHUE LEJIOCTHOCTH U JTOCTYMHOCTH
3aluinaeMor nHpopMaluu.

B cenbckoM coBeTe OCyIIECTBIIET pe3epBUpOBaHue KitoueBbiX 3eMeHToB UCII/(H.
BeposiTHOCTH peanu3anuu yrpo3bl - MaJOBEpOSITHA.

COoii cucteMbl AIEKTPOCHAOKEHUS



VYrpo3a ocyiecTBiseTcs BCAEACTBUE HECOBEPIIEHCTBA CUCTEMBI AIEKTPOCHAOKEHU S, U3~
32 Yero MOXET MPOUCXOJUTh HapyUIEHUE LEJTOCTHOCTH M JOCTYHHOCTH 3allMINAEeMOM
MH(pOpMaLIUH.

B cenbckom coBeTe ko BceM KimtoueBbIM dieMeHTaM MCIIH nmoaxkiroyeHbl HCTOYHUKHU
Oecniepe00itHOro0 MUTaHUS U/WIIM OCYIIECTBIISIET PE3EPBHOE KOMUPOBAHUE MH(POPMALIUH.

BeposiTHOCTB peanu3anuu yrpo3bl - MaJOBEPOSATHA.

CruxuiitHoe OeICcTBUE

VYrpo3a ocyliecTBISETCS BCIEACTBUE HECOOIIIOIEHUS MEP TIOXKAPHOI O0€30MacCHOCTH.
B cenbcKOM COBETE yCTaHOBIICHA MTOKAapHAsi CUTHAIM3ALUs, I10JIb30BATEIIN

IPOUHCTPYKTUPOBAHBI O IEUCTBUAX B CIy4yac BOSHUKHOBEHHS BHEIITATHBIX CUTYaALlUN.
BeposTHOCTH peanu3anuu yrpo3bl - MAJIOBEPOSITHA.

Yrpo3sl npeHaAaMepPeHHbIX 1eMCTBUI BHYTPEHHUX HApyLIMTe el

Hoctyn k nuHpopManuu, Moau(UKaIMs, YHHUTOKCHHIE JTUIIaMU, HE JIOMYIICHHBIMU K €¢
o0paboTke

VYrpo3a ocymectisiercss nyrem HCJl BHEMIHUX HapyluTelaed B MOMEIICHUS, TIe
pacrionoxkenbl nemeHnThl WMCIIJIH u cpeacTBa 3ammThl, a TaK K€ MPOUCXOAHUT padoTa
I1OJIb30BaTEIICH.

B cenbckoM coBeTe BBEAEH KOHTPOJIb JOCTYyNla B KOHTPOJHMPYEMYIO 30HY, JIBEPH
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTH peasin3aiiiy yrpo3sl - MAJIOBEPOSATHA.

Pasrnamenue nadopmaiuu, MoAU(GUKAIINS, YHUYTOKCHUES COTPYIHUKAMU JOMYIICHHBIMH K
ee 00paboTke

VYrpo3a oCyIIECTBISIETCS 3a CUET ACHCTBUS YEIOBEYECKOTO (PakTopa MOJIb30BATENCH
NCTIJIH, koTOpbIe HapYIIAIOT MOJOKEHUS O HepasriameHnn oopadbaTeiBaeMoi nHMOpMaIuu
WJIA HE OCBEJIOMJICHBI O HHX.

B cenbckoM coBeTe MOIb30BATENHM OCBEIOMIICHBI O TIOPSKE pabOTHI ¢ MEPCOHATBHBIMA
JAHHBIMH, a TaK e noanucanu JloroBop 0 HepasrialleHUN.

BeposiTHOCTB peanu3anuuy yrpo3bl - MaJIOBEPOSITHA.

prOBBI HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJ1aM CBA3HU

B cootBerctBUM ¢ "TunoBoil mMojnenbi0 yrpo3 0€30MaCHOCTH MEPCOHABHBIX JaHHBIX,
obpabaTeiBaeMbIX B pactipeaeneHabix UCII/IH, nMeronux moakIr0ueHne K CETsIM 00I1Iero



MOJIb30BaHUS U (UJIK) MEXAYHApOIHOTO MHpopMarmonHoro ooMena" (. 6.6 bazosoit
MOJIeNI yTpo3 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX MTPU UX 00pabOoTKe B MH()OPMAILIMOHHBIX
CHUCTEMaXx NMEPCOHAIbHBIX IAHHBIX, YTBEPKAeHHOM 3amecTutesieM aupekropa ®CTIK Poccun
15 despans 2008 r.), nas UCIIIH MOXHO paccMaTpUBaTh CJIEIYIOIINE YIPO3bl, peaanu3yemMbie
C UCIOJIb30BAHUEM MPOTOKOJIOB MEXKCETEBOIO B3aUMOICHCTBUSI:

- yrpo3a "Ananu3 ceteBoro tpaduka" ¢ nepexsarom nepenasaemoit uz UCIIx u
MPUHUMAEMON U3 BHEUTHUX ceTel nH(popMaluu;

- yrpo3bl CKAaHWPOBAHUS, HAIpaBJIEHHBIE HA BbIABJICHUE THUIA WJIA THUIIOB
UCIIOJIb3YEMbIX ONEPALMOHHBIX CHUCTEM, CEeTeBbIX aapecoB padoumx cranuuit MCIIH,
TOIOJIOTUU CETH, OTKPBITHIX OPTOB U CIIYkO, OTKPBITBIX COEUHEHUH U JIp.;

- yIpO3bI BBISIBIICHUSI APOJIEN IO CETH;
- yIpO3bl HABSI3bIBAHUE JIOKHOTO MapuIpyTa CETH;

- yIrpo3bl OJIMEHBI IOBEPEHHOTO O0BEKTAa B CETH; - YTPO3bl BHEJIPEHUS JIOKHOTO
oobekra kak B MCII/IH, Tak ¥ BO BHEIITHUX CETHX;

- yrpo3sl Tuna "Otka3 B 00cny>KuBaHuu";
- YIpO3bl YAAIEHHOTO 3aIyCKa IPUIIOKECHUH;
- yIrpO3bl BHEJIPEHNUS 110 CETU BPEAOHOCHBIX IPOrPaAMM.

VYrpo3za "Ananmm3 cereBoro Tpadguka"

DTa yrpo3a peajn3yeTcs C IOMOLIBIO CIIEHAIBHON MPOTpaMMbl aHAIIM3aTOPa TAKETOB
(sniffer), mepexBaThIBarollell BCe TAKEThI, IepeJaBaeMble IO CETMEHTYy CeTH, U
BBIJICIISIIONIEH CPEIU HUX T€, B KOTOPBIX MEePENaloTcs UICHTU(DHUKATOP MOIB30BATENS U €r0
napoJib. B xone peanuzaunu yrpo3sl HApyIIUTEN:

- uzydaet goruky pa6orsl UCII/IH - TO ecTh CTpeMUTCS MOJIYYUTh OJJHO3HAYHOE
COOTBETCTBHE COOBITUMN, MPOUCXOSAIIUX B CUCTEME, U KOMaH/, MEPEChUIAEMBIX TIPH ITOM
XOCTaMH, B MOMEHT TIOSIBJICHHS JaHHBIX CcOObITHH. B nanpHeiimeM 5TO MO3BOJSET
3JIOYMBIIJICHHUKY HAa OCHOBE 3aJaHUsl COOTBETCTBYIOLIMX KOMAaHJ MOJY4YHTh, HAIPUMED,
MIPUBUJICTUPOBAHHBIE TIPABa HA JEUCTBUS B CUCTEME WJIM PACLIMPUTH CBOM MOJHOMOYUS B
HEl;

- TIepexBaThIBa€T IMOTOK IMEPEJAaBAEMBIX JAHHBIX, KOTOPHIMH OOMEHUBAIOTCA
KOMITOHEHTHI CETEBOU OTEPAIMOHHON CUCTEMBI, /TSl M3BIICYCHUS KOH(UICHIINATLHON WITH
UCHTU(UKAIMOHHON HHPpOpMauu (HampuMep, CTATUYECKUX MapoJIeH MOJIb30BaTENCH NS
JOCTYTA K yAajieHHbIM xocTam 1o npotokosiam FTP u TELNET, He npeaycmaTpuBaronmx
mudpoBaHue), €e MOAMEHBI, MOAU(PUKAIIUN U T.1I.

[TepexBat B mpeaenax KOHTPOIUPYEMOU 30HBI BHEIIHUMH HAPYLIUTEISIMU

B cenbckoMm mocenieHnH BBEAEH KOHTPOJIb I0CTYIIa B KOHTPOJIUPYEMYIO 30HY, IBEPU
3aKpBIBAIOTCS HA 3aMOK.



BeposATHOCTh peann3anuy yrpo3sl - MajlOBEpPOSITHA.
¥Yrpo3a "ckaHUpOBaHHE CETH"

CymHOCTh Iponecca pealn3aluy yrpo3bl 3aKII04aeTCsa B IIepeade 3arpocoB CETEBBIM
cinyx0am xoctoB MCII/IH u ananu3e oTBETOB OT HUX. llenb - BBISBIEHHE UCIOJb3yEMbIX
MPOTOKOJIOB,  JOCTYHNHBIX  TIOPTOB  CETEBBIX  CIYyKO, 3aKOHOB  (HOPMHUPOBAHMS
UJCHTU(PUKATOPOB COCJUHEHUM, OINpEJEICHHE AKTUBHBIX CETEBBIX CEPBHUCOB, MOAOOD
UACHTU(PUKATOPOB U MapoJiei MoJIb30BaTeNIeH.

BeposTHOCTB peanu3anuu yrpos3sl - MaJIOBEPOSATHA.

Yrpo3a BbISBIECHHUS MTAPOJIEH

Iens peanuzanuu yrpo3sl coctout B nosyuennn HCJ[ myTeM npeogosieHus napoibHOn
3alMTHL. 3JI0yMBIIIIEHHUK MOXKET PEAIi30BBIBATH YTPO3Y C IIOMOIIBIO [IEIOT0 Psijia METOIOB,
TaKHMX Kak MPOCTOM mepedop, mepedop ¢ MCIOIb30BaHUEM CIICIIUATIBHBIX CIIOBAPEH, YCTAHOBKA
BPEJOHOCHOM IpOrpaMMBbI IS IiepexBara MmapoJis, oaMeHa JoBepeHHoro oonekra cetu (IP-
spoofing) u mepexsat maketos (SNiffing). B ocHOBHOM 15 peau3alii yrpo3bl HCIOIb3YIOTCS
CHCIUANbHBIC TPOTPAMMBI, KOTOpbIE TBITAIOTCS MOJIYYHTHh JIOCTYH XOCTY IyTeM
MOCJIEIOBATEIIBHOTO MMOI00pa maposieii. B ciyuae ycrnexa, 3TOYMBIIIICHHUK MOXET CO37aTh
st cebst "mpoxon" At Oy IyIIero 10CTymna, KOTOPbIi OyIeT JeiCTBOBATh, TaXKe €CIIH Ha XOCTEe
U3MEHHUTD TapOJIb JTOCTYTIA.

BeposTHOCTh peanu3aiuu yrpo3sl - MAJIOBEPOSITHA.

YTpo3bl HaBA3BIBAHUE JIOKHOTO MaplIpPyTa CETU

JlanHast yrpo3a peain3yercsi OJHUM U3 JIBYX CIIOCOOOB: MMyTEM BHYTPUCETMEHTHOT'O HIIU
MEKCETMEHTHOTO  HaBsI3bIBaHUS. BO3MOXHOCTh HaBSI3bIBAHUSA JIOKHOTIO  MaplipyTa
00yCIIOBIIEHA HEJOCTATKAMU, IPUCYIITUMHU aJTOPUTMaM MapIIpyTH3aIuH (B YaCTHOCTH H3- 3a
po0IeMbl UACHTU(DUKAIIMKI CETEBBIX YIPABISAIONIUX YCTPOHUCTB), B pe3yIbTaTe Yero MOXKHO
MONacTh, HAOpPUMEP, HAa XOCT WIU B CETh 3JIOYMBIIUICHHUKA, TJ€ MOXHO BOWTH B
OTEpallMOHHYI0 cpeny TexHuuyeckoro cpeactBa B coctaBe MCIIJH. Peanmuzamuu yrpo3ssl
OCHOBBIBA€TCA HA HECAHKIIMOHHUPOBAHHOM HCIOJIb30BAHUU MPOTOKOJIOB MapUIpyTHU3aLUU
(RIP, OSPF, LSP) u ynpaBnenusa cerbto (ICMP, SNMP) nns BHeceHUs U3MEHEHHUU B
MapuIpyTHO-aJpecHbie Tadnuupl. [Ipu 3TOM Hapymurteno HEOOXOAMMO MOCIaTh OT UMEHHU
CETEBOr0 YMOPABJISIONIETO YCTPOMCTBa (HampuMmep, MapUIpyTU3aTOpa) YIpPaBISIOIIEe
COOOIIEHHUE.

BeposiTHOCTH peanu3aiuu yrpo3bl - MaJIOBEpPOSITHA.



VYTpo3bl NOAMEHBI JOBEPEHHOT'O 00BEKTA

Takast yrpo3a 5(¢eKTUBHO peanu3yeTcsi B CHUCTEMax, B KOTOPBIX MNPUMEHSIOTCS
HECTOMKHE aNrOpuTMbl UACHTU(PUKAIIUA U ayTeHTU(PUKAIIMK XOCTOB, MOJIb30BaTENICH U T.1I.
[Tog moBepeHHBIM OOBEKTOM IMOHUMAETCS OOBEKT CeTH (KOMIIBIOTEp, MEXKCETEBOM HSKpaH,
MapHIpyTU3aTOP U T.I1.), JETAIBHO MOAKIIOUCHHBIN K CEPBEPY.

MoryT ObITh BBIJICJICHBI JIBE€ PA3HOBUIHOCTH IPOIIECCa peAIU3allud YKa3aHHOW yTrPpO3bl:
C YCTaHOBJICHUEM U 0€3 YCTaHOBIICHHS BUPTYaJIbHOT'O COSTUHEHHUS.

[Ipomecc peanuzanuu ¢ yCTAaHOBJICHUEM BUPTYAJIbHOTO COEIWHEHHUS COCTOUT B
MPUCBOEHUU TIPAB JIOBEPEHHOI'O0 CYOBEKTa B3aMMOJICHCTBHUS, YTO IMO3BOJISIET HAPYIIUTEIIO
BECTU CEaHC pabOThI C 0OBEKTOM CETU OT UMEHHU JIOBEPEHHOT0 CyOheKkTa. Peanu3zaiust yrpo3sl
JAHHOTO TUMa TpeOyeT TMPEOJOJEHUS CHUCTEMbl UIACHTU(DUKAIMK U ayTeHTU(DUKAIUH
cooO1eHuit (Hanpumep, ataka rsh-cimyxk6s1 UNIX-xocTa).

[Ipomecc peanmzanuu yrpo3pl 0€3 YCTAHOBJIEHUS BUPTYaJbHOTO COCIUHEHHUS MOXKET
UMETb MECTO B CETSIX, OCYIICCTRISIOMMX UACHTU(HUKAIIUIO TIEpe1aBaeMbIX COOOIIEHHUH TOJIBKO
no ceTeBoMy ajpecy otnpaButenss. CyIIHOCTh 3aKJIIOYaeTCs B Tepeaade CIIyKeOHBIX
COOOIIEHUH OT HMMEHU CETEBBIX YIPABISIIONIUX YCTPOUCTB (Hampumep, OT HMMEHU
MapIIpyTU3aTOPOB) 00 UBMEHEHUH MapUIPYTHO-aIPECHBIX JaHHBIX.

B pesynpraTe peanuzanuu  yrpo3bl HapyUIMTENb IOJydaeT TMpaBa JOCTyma K
texHuueckomy cpencty UCII/IH - nenu yrpos.

BeposiTHOCTH peanu3anuu yrpo3bsl - MaJOBEPOSATHA.

Breapenue J1I0)KHOTO 00BEKTa CETH

Ota yrpo3a OCHOBaHa Ha UCIIOJIb30BaHUH HEIOCTATKOB AJITOPUTMOB yJIaJICHHOTO MOUCKA.
B ciydae ecnu 00bEKTHI CETH M3HAYAIIBHO HE UMEIOT aJpecHON MHpOpMalUU APYT O JIpYyTe,
MCIIOJIB3YIOTCS pa3IUYHbIe MPOTOKOJIBI yiajaeHHoro moucka (Hampumep, SAP B cetsix Novell
NetWare; ARP, DNS, WINS B ceTsx co crekom mporokosioB TCP/IP), 3akmodaromuecs B
nepefaye Mo CeTU CHEUUATbHBIX 3alpOCOB M MOJYYEHMUM Ha HUX OTBETOB C HCKOMOM
unpopmarmeit. [Ipu 3ToM cymiecTByeT BO3MOKHOCTh TIEpeXBaTa HAPYIIUTEIEM TTOUCKOBOTO
3ampoca W BbIAAQYM HAa HEro JIOKHOTO OTBETA, HCMOJIb30BaHUME KOTOPOrO MPUBEHAET K
TpeOyeMOMY HW3MEHEHHMIO MapUIPYTHO-aJIpECHBIX JaHHBIX. B nanpHelllieM BECh MOTOK
uH(pOpMAIH, aCCOIMUPOBAHHBIN ¢ 0OBEKTOM-KEPTBOM, OyAeT MPOXOAUTH Yepe3 JOKHBIN
O0BEKT CETH.

BeposiTHOCTH peanu3anuu yrpo3sl - MaJIOBEPOSITHA.

VYrpo3sl Tuna "OT1ka3 B 00ciIy>KuBaHUU"
OTU yrpo3bl OCHOBaHbI Ha HENOCTATKaxX CETEBOr0 MPOrPAMMHOIO OOECHeYeHUs, €ro

YSA3BUMOCTSX, ITIO3BOJISIONIMX HAPYIIUTENIO CO37aBaTh YCJIOBHS, KOIJa OIMepaluoOHHas
CHUCTEMA OKa3bIBAETCS HE B COCTOSIHUU 00pabaThiBaTh MOCTYMAIOIINE MAKETHI.



MoryT OBbITh BBIJEIEHBI HECKOJIBKO PA3HOBUIHOCTEN TAKUX YIPO3:

- CKpBITBIN OTKa3 B 00CIYKMBAHHUH, BbI3BAHHBIN NpHBIIeueHUEM dyactu pecypco UCIIIH
Ha 00pabOTKy NAaKETOB, MEPENABAEMBIX 3JOYMBIIUIEHHUKOM CO CHI)KEHHEM MPOMYCKHOMN
CIIOCOOHOCTH KaHAJIOB CBSI3U, IPOU3BOJMUTEIBHOCTH CETEBBIX YCTPOMICTB, HapyLIEHHUEM
TpeboBaHUM K BpeMeHH o0paboTKu 3ampocoB. I[Ipumepamu peanuzaiuu yrpos mojgo0HOTO
poJla MOTYT CIY>KHTh: HampaBJI€HHBIA IITOPM 3X0-3ampocoB 1o npotokoiny ICMP (Ping
flooding), mTopm 3ampocoB Ha yctaHoBieHue TCP-coemunenuii (SYN-flooding), mropm
3arpocoB k FTP cepsepy;

- ABHBIA OTKa3 B OOCIY>KMBaHHH, BbI3BaHHBIN Hcuepnanuem pecypcoB MCIIIn npu
00paboTKe TMaKeToB, IMepeAaBaeMbIX 3JIOYMBIIUICHHUKOM (3aHSTUE BCEH  MOJIOCHI
NPOIyCKaHUsl KaHAJOB CBS3M, MEPENOJHEHUE OYepe/iel 3ampocoB Ha OOCTY>KMBAaHHE), TIPU
KOTOPOM JIETalIbHbIE 3alpOChl HE MOTYT OBITh Mepe/laHbl Yepe3 CEeTh H3-3a HEJIOCTYNMHOCTH
Cpelbl mepenayu, Ju00 MoiayvyaroT OTKa3 B OOCIYXMBAaHUM BBHJlY NEPENOTHEHUS odepenen
3aMpoCcoB, TUCKOBOT'O MPOCTPAHCTBA NMaMATU U T.A. [Ipumepamu yrpo3 JaHHOTO THUIA MOTYT
CIIY’KUTh IITOpM HupokosemareabHbix [CMP-3x0-3anpocoB (Smurf), HanpaBieHHbIN TITOPM
(SYN-flooding), mrropm cooO1iieHnii MoY4TOBOMY cepBepy (Spam);

- IBHBI OTKa3 B OOCIY)KMBAaHWH, BBI3BAHHBIM HAPYIICHUEM JIOTUYECKOW CBSI3HOCTH
Mexny texHudeckum cpenctBamu MCIIIH npu mepenade HapylmuTeneM YHPABISIOMIAX
COOOIIEHUI OT HMMEHH CETEBBIX YCTPOMCTB, MPHUBOIAIIMX K H3MEHEHHIO MaplIpyTHO-
aapecHeix  naHHbIX  (Hampumep, ICMP  Redirect Host, DNS-flooding) wumu
UACHTU(PUKALUOHHON W  ayTeHTU(UKAMOHHOW uWHGOpMAIMK; - SBHBI OTKa3 B
0O0CITy>KMBaHWH, BBI3BAHHBIA TEpenayeil 3J0YMBIIIJICHHUKOM MaKeTOB C HECTAaHJIAPTHBIMU
atpuOyramu (yrpo3sl tuma "Land”, "TearDrop"”, "Bonk", "Nuke", "UDP-bomb") wummu
HUMCIOIINX UIMHY, MPEBBIIIAIOIIYI0 MAKCUMAIBHO JAOMYCTUMBIN pasMep (yrposa tuma "Ping
Death"), yTo MOXeT mpuBeCTH K COOIO CETEBBIX YCTPOMCTB, y4aCTBYIOIIUX B 00pabOTKe
3aMpocoB, TMPH YCIOBUM HAIMYUA OIMMOOK B MpOTrpaMMax, peaju3yIoUIuX MPOTOKOJIbI
CETEBOro 0OMeEHa.

PesynpTaToMm peanusaiy JaHHOU yrpo3bl MOKET CTaTh HAPYIICHHE PabOTOCTIOCOOHOCTH
COOTBETCTBYIOIIECH CIyKOBI mpemocTaBieHus yaaneHHoro nocrtyna k [IJlm B WCII/IH,
repesayda ¢ OAHOro aJpeca TAKOro KOJMYECTBA 3alIPOCOB Ha MOAKIOYEHUE K TEXHUYECKOMY
cpenctey B coctaBe MCII[IH, koTOopoe MaKCHMallbHO MOXET "BMECTHTh" Tpaduk
(HampaBIeHHBIHN "MITOPM 3ampocoB'), UTO BIEYET 32 COOO0I MEPETOTHEHHUE 0YePEe/I 3aIPOCOB
M OTKa3 OJIHOM M3 CETeBBIX Cyk0 miu mojHas octaHoBka MCII/IH m3-3a HEBO3MOKHOCTH
CUCTEMBI 3aHUMAThLCSI HUYEM JIPYTUM, KpoMe 00paOOTKH 3ampOCOB.

BeposiTHOCTH peanu3aiuu yrpo3bl - MaIOBEpPOSITHA.



VYTpo3sl yIaIeHHOr0 3aIyCKa IPUIOKEHU

VYrpo3a 3akmrouaercss B cTpemiieHuM 3anyctuTh Ha xocte WCII[IH pasnnunble
MpEeABAPUTEILHO BHEJIPEHHBIE BPEAOHOCHBIE MPOTPaMMBbl: MPOTrPaMMBbI-3aKJIaKH,
BUPYCHI, ''CET€BbIE IIMHOHBI', OCHOBHAs LEJIb KOTOPBIX -  HapylICHUE
KOH(PUIEHIIUATBHOCTH, 1IETOCTHOCTH, JOCTYITHOCTH MH(OPMAITUU U TIOJHBIM KOHTPOJb
3a paboToii xocta. Kpome Toro, BO3MOXKeH HECAHKITMOHUPOBAHHBIN 3aITyCK MPUKIaTHBIX
IporpaMM TMOJb30BaTENCH JIsi HECAaHKIIMOHUPOBAHHOTO TOJIYUYEHUS] HEOOXOJAUMBIX
HAPYIIUTEIIO TaHHBIX, JI 3alyCcKa YIPaBJIsieMbIX MPUKIIAIHON TPOTPaMMOU MTPOIIECCOB
u Jp.

BoigensitoT Tpu nmoAkiacca JaHHbBIX YIPo3:

- pacripocTpaHeHue GpaiaoB, CoaepKaIIUX HECAHKIIMOHUPOBAHHBINA UCTIOJTHSIEMbIT
KOJL;

- yAQJICHHBIH 3aITyCK MPUIIOKEHUS MyTEeM MepenojHeHus Oydepa mpuiioKeHH
CEPBEPOB;

- yAQJICHHBIM 3alyCcK TPUJIOKEHHS IIyTEM HKCIOJIb30BAaHUS BO3MOXKHOCTEH
yIAJICHHOTO YTPABJIICHUSI CUCTEMOM, MPEJOCTABISEMBIX CKPHITBIMH MPOTPAMMHBIMU H
anmapaTHbIMU 3aKJIaKaMH, JIMOO UCIIOIb3YEMbIMH IITATHBIMHU CPEJICTBAMH.

TunoBele yrpo3bl MNEPBOrO U3 YKA3aHHBIX MOJKIACCOB OCHOBBIBAIOTCS Ha
aKTUBM3AIlMU PACIpPOCTpaHsIeMbIX (ailioB mnpu ciaydyailHOM oOOpalieHuH K HHUM.
[Tpumepamu Takux (ailyioB MOTYT CIIYX UTh: (Pailyibl, copepKaIlie UCTOIHIEMbIA KOl B
BUJ] JIOKYMEHTBI, COJEp’Kalllue UCIOJHSAEMBbIA KOJ B BuJe aneMeHToB ActiveX, Java-
anIuIeToOB, MHTEPIIPETUPYEMBIX CKPUIITOB (Hampumep, TeKCThl Ha JavaScript); daitnsl,
coJiepKallne HUCIOJIHAeMble KoAbl mporpamm. s pacnpocTpaneHus: (ailiioB MOTyT
UCITOJIB30BAThCS CITYKOBI DJICKTPOHHOM TOYTHI, Nepeaayn (aiiaoB, cereBor ¢anmoBoi
CUCTEMBI.

IIpu yrpo3zax BTOpPOro NOJAKJIACCAa UCIOIB3YIOTCS HEOOCTAaTKH MPOrpamM,
peanu3yIolnX CETeBbIe CEepBUCHl (B  YACTHOCTH, OTCYTCTBHE KOHTpOJS 3a
nepenonHeHueM Oydepa). HacTpolkoil CHCTEMHBIX PETrHCTPOB HWHOTNA yAaeTCs
MEPEKITIOYUTH MPOIIECCOpP MOCE MPEephIBaHMsI, BEI3BAHHOTO TMepenoHeHueM 0ydepa, Ha
MCIIOJIHEHUE KO/1a, CoJieprKalerocs 3a rpanuie 0ydepa. [Ipumepom peanusanum Takoi
YIpO3bl MOXKET CIYKUTh BHEJIPEHUE IIUPOKO U3BECTHOTO "BUpyca Moppuca".

IIpu yrpo3ax TpeTbero mojJKjIacca HAPYHIUTEAb MCHOJIb3YET BO3MOXKHOCTHU
YAQJICHHOTO YMPABJICHUS CUCTEMOW, MPENOCTaBIsIeMble CKPBITHIMU KOMIIOHEHTaMH
(mampumep, "TposHckuMmHu" mnporpammamu Tuma Back. Orifice, Net Bus), mm6o
IITATHBIMU CPEJICTBAMU YIPABICHUS W aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u T.m.). B pe3ynbrate ux



WCIIOIb30BaHUs YAACTCS TOOUTHCS YAAICHHOTO KOHTPOJISI HaJl CTAaHIIMEH B CETH.

B opraHuzanuu nOpuMeHsETCS MOJUTHUKA OTPAHUYEHHOIO  HUCIOJIb30BaHUS
porpamMm, yAaJl€HHOE YIPaBICHHUE 3alPEIEHO.

BeposiTHOCTH peanu3anuu yrpo3sl - MaJOBEPOSATHA.

¥Yrpo3bl BHeIPEHHUS 10 CeTH BPEIOHOCHBIX MPOrPamMm

K BpenoHOCHBIM mporpamMmmam, BHEAPSEMBIM IO CETH, OTHOCSATCS BUPYCHI,
KOTOpBIE IS CBOETO PACHPOCTPAHEHUS AKTUBHO HCHOJIB3YIOT NPOTOKOIBI U
BO3MOKHOCTU JIOKAJIbHBIX U TJIOOANbHBIX ceTeid. OCHOBHBIM MPUHIIUIIOM PaOOThI
CETEeBOT0 BUpYCaA SIBJISIETCS BO3MOXKHOCTh CaMOCTOSTENBHO MEpeAaTh CBOM KOJ Ha
yIaJICHHBIM cepBep Wiau pabouyro cranuuto. "[lonmHomEHHBIE" CEeTEeBbIE BUPYCHI MPH
3TOM 00JIaJJal0T €Il€ U BO3MOKHOCTBIO 3alyCTUTh Ha BBIMOJHEHHE CBOW KOJI Ha
yAaJ€HHOM KOMIBIOTEpE WJIM, MO KpailHel Mepe, "MOATOJKHYTh" MOoJib30BaTeNsl K
3aIyCKy 3apa)x€HHOro ¢aina.

BpenonocueiMu nporpammamu, odecrieuyuBaromumu ocymiectsienue HCJ,
MOTYT OBITh:

-IpOrpaMMBbI OJI00pa ¥ BCKPBITUS MTApOJIeii;

-IPOTPaMMBbl, pEaIU3yIOIIHE YTPO3HI,
-IPOTrpaMMbl, JEMOHCTPUPYIOIINE HCIIOJIb30BAaHUE HEIECKIAPUPOBAHHBIX

BO3MOXKHOCTEH MPOrpaMMHOTO U IPOrPaMMHO-aIapaTHOTo o0ecreyeHus
NCIIdH;

-IPOrPaMMBbI-T€HEPATOPBI KOMITBIOTEPHBIX BUPYCOB;

-IPOTPaMMBbl, JEMOHCTPUPYIOIINE YSA3BUMOCTU CPEACTB 3allUThI

uHbOpMAIK U JIp.
BeposiTHOCTH peanu3aiuy yrpo3sl - MaJTOBEPOSATHA.

3aKI0YUuTEeIbHbIE MOJI0KEHUS

JlaHHOE ToJI0XKEeHHEe pa3paboTaHO HA OCHOBE MPAKTUKU PaOOThHI
aIMUHUCTPAILINN B YCTAHOBJIICHHBIX cepax AesTeIbHOCTA U HOCUT MPOTHO3HBIN
XapaxkTep.

ITo Mepe u3meHeHust 00CTOSATENbCTB U TEXHOJIOTHII ICTOYHUKH YIPO3 U
COMYTCTBYIOLIME PUCKH MOTYT U3MEHSATHCS, B CBSI3U ¢ ueM [lonoxeHune noaiekur



MEPUOANYECKOMY TIEPECMOTPY (Ha OCHOBE aHAJIU3a PE3YJIbTATOB MOHUTOPHUHTA
yrpos).

B clIy4dac OTCYTCTBUA Y aAMUHHUCTPAINH ITIOTCHIIHAJIA, HCO6XOI[I/IMOF0 I
CaMOCTOSATEIbHOM 10pabOTKH, OHA COBEPIIEHCTBYETCS C MPUBJICUEHUEM CTOPOHHUX
OpraHu3alum, o0amaronuX HeoOXOJUMMBIM ONBITOM, 3HAHUSIMH M KOMIIETCHIIHCH.
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